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Abstract—In this paper, we propose a novel anti-eavesdropping impractical to be implemented in WNoT due to the power,
scheme by introducing friendly jammers to a wireless netwok  cost, computational constraints of smart objects. For g@tem
of things (WNoT). In particular, we establish a theoretical to implement light-weight encryption schemes at RFID tags
framework to evaluate the eavesdropping risk of WNoT with . : . .
friendly jammers and the eavesdropping risk of WNoT without will tranglate them '”t‘? more e_xpenswe, pqwer-consumlng
jammers. Our theoretical model takes into account various tags, which are essentially against to the initiative of RFI
channel conditions such as the path loss and Rayleigh fading technologies [13].
as well as the placement schemes of jammers. Our extensive The effect of eavesdropping attacks under different chlanne
numerical results show that using jammers in WNoT can .qgnditions on WNoOT is investigated in [14], however, no

effectively reduce the eavesdropping risk. Besides, our selts . . .
also show that the eavesdropping risk heavily depends on hot protective scheme for WNoT is proposed. In this paper, we

the channel conditions and the placements of jammers. propose a Friendly-Jamming (Fri-Jam) Anti-Eavesdropping
Scheme to prevent eavesdropping activities in WNoT. The
l. INTRODUCTION main idea of Fri-Jam is to introduce a small numbefrigidly

Internet of Things (IoT) has received extensive attentigammersin WNoT, which can emit artificial noise so that suf-
from both academia and industry recently. There are a yaridicient interference will be generated to prevent eavegukop
of 10T applications including environmental monitoringtivi from snooping confidential communications. One of benefits
wireless sensor networks [1], smart homes [2], logistic ‘manf Fri-Jam is that the introduction of friendly jammers wrilbt
agement with Radio-Frequency Identifications (RFIDs) €], lead to any modifications on smart objects in WNoT. Recently,
health [4], etc. The main idea of |0T is to interconnect vasio [15], [16] also proposed a similar approach nanfredtective
smartobjects (i.e., the things) together and form a network damming(Pro-Jam) to prohibit the eavesdropping attacks in
smart objects. In order to connect diverse smart objectimgn RFID-like networks. However, Pro-Jam is mainly designed fo
from ultra-lower RFID tags to sensors, actuators, mobitee environment with a fence at the boundary of the network,
phones, smart appliances and healthcare devices, a nuibevleere jammers are placed outside the fence. This assumption
wireless communication technologies (such as ISO/IEC @80® impractical since eavesdroppers can appear at any docati
[3], IEEE 802.15.4 [5], Bluetooth [6]) have been proposefkven inside a building). Besides, Pro-Jam is mainly foduse
to interconnect the smart devices to form a Wireless Net ofi the power assignment in a specific scenario. To the best of
Things (WNoT). our knowledgethere is no study on theoretical analysis on the

WNOoT is especially susceptible tpassive eavesdroppingeavesdropping risk of WNoT with friendly-jamming schemes
attacks due to the broadcast nature of wireless medium. This paper concentrates on establishing a general arsllytic
Encryption is one of the most commonly used techniquesodel to evaluate the performance of Fri-Jam schemes. The
to protect the confidential communications from wiretagpinprimary research contributions of our paper can be summa-
in wireless networks. However, encryption schemes may riized as follows.
be feasible to WNoT due to the following reasons: (a) the « In particular, we propose a general theoretical model to
inferior computational capability of smart objects, (b)eth analyze the eavesdropping probability of WNoT with two

limited battery power of smart objects (e.g., the passiviDRF kinds of Fri-Jam schemes: random placement of jammers
can only harvest the energy from the readers) and (c) the (Fri-Jam-Ran scheme) and regular placement of jammers
difficulty of managing the widely distributed smart objeats (Fri-Jam-Reg scheme).

centralized manner, which is often the necessity for most ofe We compare the eavesdropping probability of WNoT
the encryption algorithms [7], [8]. There are some altaveat without jammers with that with friendly jammers (Fri-
remedies including (i) light-weight encryption algoritBno Jam-Ran and Fri-Jam-Reg schemes). We find tisatg

encrypt the communications between the transmitter and the friendly jammers in WNoT can effectively reduce the
receiver by exploiting the inherent channel randomness [9] eavesdropping probability

[11] and (i) mitigating eavesdropping possibility by ugin « Our results also show that to place friendly jammers
power control schemes [12]. However, the schemes are still in WNoT appropriately will just slightly decrease the



transmission probability while the decrement on the trandepends on the placements of friendly jammers, which will
mission probability is less significant than the decremebg derived in Section Il
on the eavesdropping probability. We then define theavesdropping conditioto determine

The remaining paper is organized as follows. We firgyhether the transmission from a certain legitimate userbean
present the system model and the problem formulation WWiretapped by an eavesdropper.
Section II. Section Il then presents the main results. W ne Definition 1: Eavesdropping ConditionA  confidential
show numerical results in Section IV. Finally, the paper fansmission can be snooped by an eavesdropper if and only
concluded in Section V. if SINR > T, whereT is the received power threshold that
an eavesdropper can successfully decode the transmission.
Il. SYSTEM MODELS

A Fri-Jam Schemes C. Problem definition

. . . _Based on the eavesdropping condition, we then define the
In this paper, we assume that the network is placed in

torus [17]. In this manner, the border effect can be ignoveel. e%vesdropplng probabilitgenoted byP(E) as follows.

consider three types of users in our network: legitimatesjse Definition 2: Eavesdropping Probabilitis the probability

: . o that at least one transmission has been wiretapped by an
eavesdroppers and friendly jammers. The legitimate users a
eavesdropper.

distributed according to homogeneous Poisson point psoces . .
(PPP). Legitimate users transmit data packets, which migmtIn order to deriveP(F), we need to calculate the probability

. . -, at one transmission has been eavesdropped, which isadknot

be passively snooped by eavesdroppers while legitimates USE » Then we find thatP(E) can be ex
. e . , pressed b¥. as
are unaware of the reconnaissance. Similar to [12], we assu Tows
that the eavesdropper is located at the center of the networl< '
without loss of generality since the network is placed in a
symmetric torus. _ _ _ where N is the expected number of legitimate users in the
The interference caused by friendly jammers heavily dgaivork.

pends on the location of jammers. In this paper, we CO”_S"_jerAnother concern of this paper is to investigate the impatts o
two placement strategies of friendly jammers in WNOT: (i} Fri-jam schemes on the legitimate communications. Thus

Fri-Jam-Reg scheme, in which jammers are regularly plated g, jefine the transmission probability denoted ByC) as
deterministic locations and (i) Fri-Jam-Ran scheme, incwh ¢,,15vs.

jammers are regularly placed at random locations. Spelifiica  pefinjtion 3: Transmission Probabilitys the probability

in Fri-Jam-Ran scheme, friendly jammers are regularlyqracy,,, o legitimate user (transmitter) can successfullystran
in a grid manner. In Fri-Jam-Ran scheme, friendly jammegs &Lith another legitimate user (receiver)

randomly distributed according to homogeneous Poissant pol

. ! To ensure the legitimate transmission, we req8isR >
process (PPP). We denote the conventional scheme wnhg g a

triendly i by Non-J h . der t Ut the legitimate receiver, wherg is the threshold value
nendly jammers Dy Non-Jam scheéme in order 1o COMpagg o receiving power for a successful reception. Thus, we
with our proposed Fri-Jam schemes.

have P(C) 2 P(SINR > ). Following a similar approach
B. Channel Model to [18], we can obtainP?(C'). Without the repetition, we omit

he detailed derivations aP(C') in this paper.
We assume that the radio channel experiences Rayleltgh I vatl (©)] 's pap

fading and path loss. The received power of a receiver (i.e., |||. A NALYSIS ON EAVESDROPPINGPROBABILITY

a legitimate user or an eavesdropper) at a distanéom i

its nearest transmitter (legitimate user or friendly jampie A Analysis of Non-Jam Scheme

hr—<, whereh is a random variable following an exponential According to the definition of the eavesdropping probaypilit

distribution with meanllt anda is the path loss factor. More P(FE), we need to derive the eavesdropping probabifitythat

specifically, we denoté ~ exp(u). one transmission has been eavesdropped first. In partiowdar
We then consider th8ignal to Interference plus Noise Ratichave P, of WNoT in Non-Jam scheme as follows.

(SINR) model. The SINR of the receiver at a random distanceTheorem 1:In Non-Jam scheme, the eavesdropping proba-

P(E):l_(l_Pe)N7 (2)

r from its transmitter is expressed as bility P, that one transmission has been eavesdropped is
h,r.—Ot a 2 2
SINR = —————— 1 P.= [ e rIrio—mrMeTe)tor \rdr, 3
T ) /e wArdr, @)
r>0

whereo? is the noise power];, = h;R.“ denotes the _
2, Tt wherep(T, o) = T-2/% [, +—dy.

cumulative interference from all the legitimate users éptc  Proof: We denote the distance between the eavesdropper and
for the transmitter denoted by,), ® denotes the set of its nearest transmitter by. The probability density function
legitimate users and; denotes the cumulative interferenc€PDF) of » can be derived according to Poisson distribution
generated by friendly jammers. The value &f heavily of transmitters as the following steps.



Firstly, we have the probability that no transmitter closer

thanR g'Ven by [ jammer
 cavesd

P[r > R] = P[No transmitter closer than R| = e R

Then, the cumulative distribgtion function (CDF) ofis L
P[r < R] = Fr(R) = 1 — e~ ", We next have the PDF of
r as follows,
dF, _
fr(r) = (r) — e 9

dr

Since the channel gain s, the SINR at eavesdropper is

—a Fig. 1. Fri-Jam-Reg Scheme: every jammer is placed at a gnagrs. Note
SINR = hr (4) that we only show a part of the whole network.

0'2 + It ’ . .
B. Analysis of Fri-Jam Schemes
wherel, = . hiR;“. Recall that we consider two placement schemes of friendly

iced/t . . . .
Then, theeegvoesdropping probabili; that one transmis- jammers: Fri-Jam-Reg and Fri-Jam-Ran. Thus, we categorize
our analysis into the following cases.

sion has been eavesdropped is
PP Case [: Fri-Jam-Reg Scheme

P.=E,.[P(SINR > T|r)] We first analyze the case of Fri-Jam-Reg, in which all the

e ) jammers are regularly placed in grid manner as shown in Fig.

= / P [m > Tﬂ e M2 Ardr 1. We denote the expectation of the cumulative interference
50 ' (5) generated by jammers Wy[7;], which is given by Lemma 1.

Lemma 1:The expectation of the cumulative interference

_ o/ 2 —Amr?
= / Plh>Tr%(o” + I)|rle 2mArdr. of regular placed jammers is

>0 n
1
Since h is a random variable following an exponential Bl = ; Z ElL;(m)]. (8)
distribution with meant, the probability becomes m=l )
a Proof: We present the proof in Appendix A. 0
Plh > Tr*(c* + I,)|r] =Ey,[P[h > Tr®(c? + I,)|r]] We then derive the probabiliti. that one transmission has

been eavesdropped, which is given by Theorem 2.
o Theorem 2:In Fri-Jam-Reg scheme, the probabilify that
=e M1 7" By [exp(—puTr*I)]  one transmission has been eavesdropped is

=g, [expl-uTr (o + 1)]|r]

—eHTr"0" - L(uTre) a(y2 2
) (6) P, = / ei,uTr (6*+Ej)—7r )\(p(T,a)+1)2ﬂ_/\rdr’ (9)
where L(-) denotes the Laplace transform. >0
More specifically, we have wherep(T, o) = T—2/® 1220 w;amd# and E[1,] is given
Li,(s) =Bz [e=*"] by Ea. (8). | |
¢ k Proof: First, the SINR of the receiver at a random distance
=Eo (n.} [exp(—s Z hiR;Q)} r from its nearest transmitter can be expresse®ladk =
i€d /by % Then, from the definition of?,, we have
_ H hr—¢ 2
=Es| [] — P_/P{7>T AT Ard
i€<I>/bo’u+SRi ¢ J o2+ 1, + 1 Irje e
> p
=exp <—2“/T (- mW”) : = / Plh > Tr®(0® + L + L) |r]e ™% 2mhrdr.
>0
H H H _ v 2
Substituting variableg = (;7r7z)", we then have According to the channel model (given in Section II-B), we

L{uTr?] = exp(—mrAp(T, ), (7) have

N Plh >Tr* (o + I, + I;)|r]

Whe_rep(T, a) = T3 Jr=2/a 1+ia/2 dp. _ o =Ej, [exp(—puTr*) (o + I; + I;)|7]
It is shown in Theorem 1 that the eavesdropping probability T (o +E[L) o

P. heavily depends on the channel conditions (such as the path =€ V- B [exp(—pTr®1t)]

loss and Rayleigh fading). = HTr (P HEIL) L [ (uTre),



where L(uTr®) = exp(—mr®\p(T,a)), p(T,a) = of Non-Jam scheme. Note that the larger node densitjn
T2/ f;o H(lia/zdu and E[I;] is given by Eq. (8). g Fri-Jam-Ran scheme and the smailén Fri-Jam-Reg scheme
. ) . ! . . . . .

It is shown in Theorem 2 that the probabilify. heavily imply the higher cost (i.e., more jammers are deployed in the
depends on the path loss facterthe Rayleigh fading factor network). As shown in Fig. 2, the results of Non-Jam scheme
i, the noises and the placement parametér Section IV are shown in a dash curve and the results of Fri-Jam-Ran
will give the numerical results that will further confirm ¢hi scheme are shown in solid curves with markers, where we
observation. choose the different values of node density of friendly

Case lI: Fri-Jam-Ran Scheme jammers (ranging from 0.2 to 2.0) and the value of node

We then analyze the case of Fri-Jam-Ran, in which all tistensity A; of legitimate user is 0.5. It is shown in Fig. 2
jammers are randomly distributed in the network. Recalt ththat Non-Jam scheme always has higher valueB(@f) than
both jammers and legitimate users are distributed accgrdihri-Jam-Ran scheme, implying thasing friendly jammers in
to PPP while they have the different distribution paranseteMNOT can effectively reduce the probability of eavesdigpi
In particular, we denote the PPP density of legitimate useaiacks
by \; and the PPP density of friendly jammers by. Based It is also shown in Fig. 2 that the probability of eaves-
on the well-known stochastic geometric results [18], we cahliopping attacks”s decreases with the increment of jammers
obtain Theorem 3 on the probabilify. that one transmission density Ay, implying thatadding more jammers can further

has been eavesdropped as follows. improve the effect of mitigating eavesdropping attadksr
Theorem 3:In Fri-Jam-Ran scheme, the probability that example, whery = 4 and the threshold” = 5dB (as shown
one transmission has been eavesdropped is in Fig. 2 (b)), Pz of Non-Jam scheme is 0.719 whilés of
Fri-Jam-Ran scheme is reduced to 0.393 with jammers density
P. = / e T Ly (WTr®) - Ly, (WTr®)e ™™ 27\ rdr, Ay = 0.8 and 0.211 with jammers density, = 2.0.
+20 In the second set of results, we compare the probability
of eavesdropping attackB(E) of Fri-Jam-Reg scheme with
where N Ly, [pTre] ~N exp(=7r2Mp(T, @) hat of Non-l?]gmgscheme.( F)ig. 3 shows theg results, where a
Lf_fz[//gro(l - exp(=mrAp(Tia)) and p(T.0) = gagh curve represent8(E) of Non-Jam scheme and solid
T fT*/ﬂ Wd“' curves with markers depict the results of Fri-Jam-Reg sehem

Proof: According to the channel model defined in Section 1-Bsimilar to Fig. 2, we find that using friendly jammers can

we have the always reduce the eavesdropping probability compared with
p_ / [ hr=® > Tl N N vy the Non-Jam scheme. Moreover, it is shown in Fig. 3 that the
© o2+ 1, + I probability of eavesdropping attack3(E) heavily depends
on both the channel conditions and system paraméter
= / Plh>Tr(c* + I, +Ij)|7"]€_>\1ﬂ-R22ﬂ'A1'f‘d'f‘. Specifically, it is shown in Fig. 3 (b) that the probability of
eavesdropping attacRg decreases with the decreased values
(10) of d. In fact, thed in Fri-Jam-Reg scheme plays a similar
Following the similar analysis process to [18], we then havele to jammer density\; in Fri-Jam-Ran scheme. In other
o 9 rres? N N words, decreasing is equivalent to the effect of increasing
Plh > Tr®(o"+1+1;)|r] = e™* L, (WTr?)-Li;(WTr). jammer density),. Take Fig. 3 (b) as an example again.
o . (11) ‘When the threshold i§" = 5dB and o = 4, Pg of Non-
Substituting P[h > Tr(0® + I; + I;)|r] in EQ. (10) by j3m scheme is 0.7176 whilg, becomes 0.072 with = 0.2,

RHS of Eq. (11), we finally prove the above result. 0 jmplying that using more friendly jammers can further reeluc
It is shown in Theorem 3 that the probabilify. heavily ne eavesdropping probability.

depends on both the node denslkty of legitimate users and
the node density\, of jammers, and the channel conditionsB. Impacts of friendly jammers on legitimate transmissions

~According to the definition of the probability of eavesdrop- another concern is to investigate whether friendly jammers
ping attackP(E), we have will significantly affect the legitimate transmissions. ¢nder
P(E)=1-(1-P)N to differentiate the effect with jammers and the effect with
’ jammers in terms of the eavesdropping probability and the
where P, is given by Theorem 1, Theorem 2 and Theoremansmission probability, we define tleavesdropping devia-
3 in Non-Jam scheme, Fri-Jam-Reg scheme and Fri-Jation Dy and thetransmission deviatio® as follows.
Ran scheme, respectively. In next section, we will presentDefinition 4: Eavesdropping deviatioPy is equal to the
numerical results of”(E') based on the above schemes.  difference between the eavesdropping probabiity?) with-
IV. NUMERICAL RESULTS ;Lgrfggers and the eavesdropping probabilRyF) with
A. Comparisons of different schemes Definition 5: Transmission deviatio®- is equal to the
In the first set of results, we compare the probability difference between the transmission probabilyC) without
eavesdropping attack3(E) of Fri-Jam-Ran scheme with thatjiammers and the transmission probabiltyC') with jammers.

>0

>0
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We then derive the eavesdropping deviatibg and the
transmission deviatiorD¢ in the first case of comparing
Fri-Jam-Ran scheme with Non-Jam scheme. In particular,
we have DE(Ran) = PNoanam(E) - PFrifJanfRan(E)i

TABLE |

EAVESDROPPING DEVIATION AND TRANSMISSION DEVIATION OF

COMPARING FRI-JAM -RAN SCHEME WITH NON-JAM SCHEME WHEN

T = 10dB AND @ = 4.

: - Density Eavesdropping Transmission
where Pynon—Jam(F) denotes the eavesdropping probability - e
of Non-Jam sch((am)e anBlyi_ jan—_ran(F) denotes the eaves- Az deviation D (Ran) | deviationDo (Ran)
dropping probability of Fri-Jam-Ran scheme. Besides, we 0.2 0.1120 0.0303
haveDc(Ran) = PNon—Jam(C) — PFri—Jan—Ran(C)y where 0.8 0.3316 0.0718
Puon—7am(C) denotes the transmission probability of Non- 14 0.4470 0.0880
Jam scheme an@®pi_j.n_ran(C) denotes the transmission 2.0 0-517T8ABLE - 0.0963

probability of Fri-Jam-Ran scheme. Note tha{C') can be
calculated by [18] and we omit the detailed derivations is th
paper.

EAVESDROPPING DEVIATION AND TRANSMISSION DEVIATION OF

COMPARING FRI-JAM-REG SCHEME WITHNON-JAM SCHEME WHEN

T = 10dB AND @ = 4.

Table | shows the comparison results. As shown in Ta- ~Distance Eavesdropping Transmission
ble I, the eavesdropping deviation is much larger than the d deviation D (Reg) | deviation D¢ (Reg)
transmission deviation at the same network settings, imgly 0.2 0.6650 01143
that using jammers in WNoT will not significantly affect the 0'4 0'5195 0'0977
legitimate communicationsompared with the reductions on ' ' '

. . 0.6 0.3467 0.0742
the eavesdropping probability. For example, when= 2.0, 08 0.2054 0.0500
Dr = 0.5178, implying that there is nearly2% reduction - - -

on the eavesdropping probability while there is less thath
reduction on the transmission probability (.85 = 0.0963).

Similarly, we derive derive the eavesdropping deviation

while the reduction ofP(C) is only 11% whend = 0.2).

V. CONCLUSION

Dg and the transmission deviatioRc in the second case In this paper, a novel anti-eavesdropping scheme has been
of comparing Fri-Jam-Reg scheme with Non-Jam schemm@oposed to mitigate the eavesdropping attacks in Wireless
Table Il shows the comparison results. It is shown in TabMetwork of Things (WNoT). In particular, we analyze the

Il that Fri-Jam-Reg scheme can also significantly reduce thavesdropping probability with consideration of variobsut-
eavesdropping probability with only minor influence on theel conditions (such as Rayleigh fading and the path loss
legitimate transmissions (e.g., the reductionRAfE) is 67% effect) and the placement of friendly jammers (such as eggul



placement of jammers and random placement of jammers)Summarizing them all, we then have

One of our major findings is that to introduce friendly jam-
mers in WNoT can significantly reduce the eavesdropping
probability without the significant influence on the legitita
communications. One of the future directions is to improve
our friendly-jamming schemes so that the eavesdroppinig-pro

n

) = {2 <d. V(2k = 3)? + 2k — 1)2) B
k=1

+<d- 22k — 1)2) 70}.

(13)

ability can be further reduced while maintaining the lowest \we next have the cumulative interference from all the jansmees
influence on the legitimate communications. This goal can lalows,

achieved by controlling power [12] or placing jammers at the
specific locations (such as the network boundary) [15].
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APPENDIXA

Proof of Lemma 1

We consider a coordinate system that is centered at thedrapes
per as shown in Fig. 1. Since jammers are placed in a grid, eacig]
friendly jammer is2d away from its nearest neighbor in the same
axis. From the channel model defined in Section 1I-B, theaadinal
received at an eavesdropper experiences both Rayleigigfadid the
path loss. We consider the path loss effect first and themexberr
analysis with consideration of Rayleigh fading effect.

We first calculate the cumulative interference emitted friam-
mers at the 1st layer, which is shown as follows,

L(1) = 4(\/§d) -

Similarly, we have the interference from jammers at the 2y
as follows,

(4

(5]
(6]
(7]

(8]

1(2) =4 {Q(Md)“ + (3@1)”} . o]

The interference from jammers at the 3rd layer is given by
5,2) =4{2-[(V10d) "+ (3v24) 7“} + (5v24) w}.

Following the similar analysis, we have the interferencemfr
jammers at thén — 1)-th layer as follows,

4{2. {(d- 1+ (n-37) "+
(d~ \/9+(2n—3)2)7(¥+---+

(a- V(20 —5) + (2n - 3)?) ﬂ] +

(d- 2(2n — 3)2) }

Then, the interference from theth layer is given by

4{2. {(d- Viz+en-1?) "+
(d-\/9+(2n—1)2)7u—|—~~~+
(a- V(2 —3)? + (2n - 1?) w] +
(

d-\/2(2n — 1)2) a}.

—a

[20]

[11]

_ [12]

Ij(n — 1)

(23]

[14]

(12)
[15]

[16]
Ii(n)

[17]

(18]

Ij = Z I](m)

m=1

Considering the Rayleigh fading effect, we finally prove the
pectation the cumulative interference from all the jamaaes given
Lemma 1.
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