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Abstract—Friendly-jamming schemes can effectively reduce
the eavesdropping risk in wireless networks by generating suffi-
cient interference to prevent eavesdroppers from snooping confi-
dential communications. However, this type of anti-eavesdropping
schemes can also affect the normal communications due to the
interference to legitimate users. On the other hand, Wireless
Energy Transfer (WET) technology has received much attention
recently since WET allows a node to obtain the energy from elec-
tromagnetic radiation. In this paper, we integrate the friendly-
jamming scheme with WET. We call this scheme as Wireless-
Jamming-Energy-Transfer (WJET). This scheme can translate
the harmful interference radiated from jammers into the energy
harvested by legitimate transmitters. In order to evaluate the
effectiveness of this scheme, we establish an analytical model
to analyze the transmission probability and the eavesdropping
probability. Simulations verify that WJET scheme can simulta-
neously decrease the eavesdropping probability of eavesdroppers
and increase the transmission probability of legitimate users. In
addition, we investigate the density of jammers to achieve the
optimal transmission probability according to various channel
conditions, the density of transmitters and the transmission
power of jammers.

I. INTRODUCTION

Due to the broadcast feature of wireless communications,

wireless communications are more vulnerable to malicious

attacks. How to improve the security of wireless network

becomes a crucial issue with the proliferation of wireless

networks and wireless services [1]. Since most of malicious

attacks often require wiretapping (aka eavesdropping) con-

fidential communications, extensive attention has been paid

to designing anti-eavesdropping schemes [2]. Recently, anti-

eavesdropping schemes by generating interference radiated

from jammers to eavesdroppers have received extensive atten-

tion. This type of anti-eavesdropping schemes are named as

friendly jamming schemes. The main idea of friendly-jamming

schemes is to increase the noise level at the eavesdropper

so that the eavesdroppers cannot successfully wiretap the

confidential information [3]–[5]. The benefits of friendly-

jamming schemes include that there is no requirement for

computing capability of nodes and no necessity of centralizing

security schemes [6]. Friendly-jamming schemes have been

used in various network scenes to decease the possibility of

eavesdropping [7]–[9]. However, interference signals emitted

by friendly jammers can reversely affect the normal com-

munication of legitimate users. In this regard, many research

efforts have been proposed to reduce the impact on legitimate

communications by introducing different types of jammers,

including constant jammers, intermittent jammers, adaptive

jammers, reactive jammers and intelligent jammer [4], [10],

[11]. Moreover, another solution is to calculate and optimize

the location of the jammers to find the way to minimize the

impact on legitimate communications [12]. But most of them

require channel state information (CSI) of eavesdroppers while

it is difficult to obtain CSI since eavesdroppers are usually

passive and they do not generate any CSI.

On the other hand, Wireless Energy Transfer (WET) allows

that nodes in a network can be charged by receiving wire-

less signal [13]. Compared with conventional battery-powered

communication networks, the introduction of WET improves

the performance in many aspects, such as higher throughput

[14], longer device lifetime and lower network operating cost

[15]. Because of these advantages of WET, many previous

studies consider using it in various types of networks, e.g.,

WET is used to charge mobile terminals in cellular networks

[16] and to harvest wireless devices in Internet of Things (IoT)

[13].

The WET technology allows us to investigate friendly jam-

ming schemes in a different aspect. Unlike most of previous

studies in friendly-jamming schemes in which jamming signal

is regarded as harmful to legitimate communications [17],

[18], jamming signal can be regarded as an energy source

to potentially harvest energy for legitimate users. Therefore,

we propose a joint scheme by integrating the friendly-jamming

scheme with WET. We call this scheme as Wireless-Jamming-

Energy-Transfer scheme (WJET). In WJET, friendly jamming

can mitigate the eavesdropping probability of eavesdropper

by sending interference. On the other hand, the radio signal

radiated from friendly jammers can harvest the legitimate

users.

To the best of our knowledge, this is the first study in

investigating the integration of friendly-jamming scheme with

WET in wireless networks. The contribution of this paper can

be summarized as follows.

• We formally propose a WJET scheme. In particular, we

establish an analytical model to evaluate the performance

of WJET in terms of the transmission probability and the
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eavesdropping probability.

• We conduct extensive simulations to verify the accuracy

of our proposed models. We observe that WJET not only

deceases the eavesdropping probability, but also increases

the transmission probability of legitimate users.

• We derive the optimal density of jammers in order to

achieve the optimal transmission probability. The results

show that we can obtain the optimal transmission prob-

ability by adjusting the density of jammers based on

various channel conditions, the density of transmitters and

the transmission power of jammers.

The remaining paper is organized as follows. We first

present the system model in Section II. Section III then

presents the analysis of transmission and eavesdropping activ-

ity. We next show the simulation results in Section IV. Section

V presents the optimal solution of transmission probability.

Finally, the paper is concluded in Section VI.

II. SYSTEM MODELS

A. Network Model

Fig. 1 presents the network model of this paper. We assume

that the network plane is infinite and the border effect is

ignored. In this network, both legitimate transmitters and re-

ceivers are arranged according to homogeneous Poisson point

process (HPPP) with intensity λt. There is an eavesdropper

in this network trying to eavesdrop the transmission between

legitimate users. To interfere with the eavesdropping process

to protect the confidential transmission from legitimate users,

friendly-jammers are introduced. These friendly-jammers are

distributed according to HPPP of intensity λj . We assume that

friendly-jammers can continuously radiate radio signals, which

can be used to interfere with eavesdroppers and also be used

to charge transmitters.

B. Channel Model

In our channel model, radio signals are assumed to expe-

rience both Rayleigh fading and path loss. Let the power of

transmitters is denoted by Pt. Then, the received power at a

receiver is Pthr
−α, where α is the path loss factor, h is a

Rayleigh fading factor following an exponential distribution

with mean 1 (h ∼ exp(1)), and r is the distance between a

receiver and a transmitter.

Based on the channel model, we then consider the Signal

to Interference plus Noise Ratio (SINR) model. The SINR at

the receiver is expressed as

SINR =
Pthr

−α

σ2 + Ij + It
, (1)

where σ2 is the noise power, Ij =
∑

m∈Φ1

PjhmR−α
m denotes

the cumulative interference from all the jammers, Φ1 denotes

the set of jammers, Rm is the distance from the mth jammer to

the tagged receiver, and hm is the Rayleigh fading factor be-

tween the mth jammer and the tagged receiver (hm ∼ exp(1)).
The term of It =

∑

i∈Φ2/t0

PthiR
−α
i denotes the cumulative

interference from all the transmitters (except for the tagged

transmitter denoted by t0), and Φ2 denotes the set of trans-

mitters, Ri is the distance between the ith transmitter and the

tagged receiver, and hi is the Rayleigh fading factor between

the ith transmitter and the tagged receiver (hi ∼ exp(1)).

III. ANALYSIS OF TRANSMISSION AND EAVESDROPPING

ACTIVITY

A. Problem definition

In this paper, we use jammers in networks to fulfill two pur-

poses: 1) charging transmitters with energy and 2) decreasing

the eavesdropping possibility. Therefore, we consider both the

transmission probability and the eavesdropping probability to

evaluate the performance of our proposed scheme. Specifically,

the transmission probability and the eavesdropping probability

are defined as follows, respectively,

Definition 1: Transmission probability is the probability

that a transmitter can successfully communicate with its re-

ceiver.

Definition 2: Eavesdropping probability is the probability

that a eavesdropper can tap information from the nearest

transmitter.

Then, we analyze the transmission probability in Section

III-B and the eavesdropping probability in Section III-C.

B. Analysis on Transmission Probability

In our network, a transmitter can successfully transmit if

and only if it satisfies both the following conditions:

1) The transmitter has the energy for its transmission;

2) The transmitter can connect with the its receiver suc-

cessfully.

Based on the above conditions, the transmission probability,

denoted by Pt, can be expressed as follows,

Pt = PhPs, (2)

where Ph is the average probability that a transmitter has the

energy to transmit, Ps is the probability that a transmitter can

successfully connect with its receiver. Note that the initial state

of power of transmitters is assumed to be empty. Hence, in

order to transmit, the transmitter needs to be charged by radio



signals radiated from jammers. We assume that the transmitter

can be only charged from the nearest jammer. This is because

the power received by transmitters should be large enough to

activate the energy harvesting circuit.

We first consider the average probability that a transmitter

has the energy Ph. We assume that a transmitter can only be

charged by the nearest jammer if the received power at the

transmitter is greater than a given threshold θ. Then Ph can

be expressed as

Ph =Erj

[

P
(

Pjh0rj
−α > θ

∣

∣ rj
)]

=

∫ ∞

0

P
(

Pjh0rj
−α > θ

∣

∣ rj
)

f(rj)drj , (3)

where rj is the distance between the transmitter and the nearest

jammer, and f(rj) is the probability density function (PDF)

of rj . Since jammers follow HPPP, the cumulative distribution

function (CDF) of rj is P[rj ≤ R] = 1− e−λπR2

. Hence, we

can have f(rj) as follows,

f(rj) = 2πλjrje
−λjr

2

jπ. (4)

After combining with Eq. (4), we can express Eq. (3) as

Ph =

∫ ∞

0

(

e−P−1

j rj
αθ
)(

e−λjr
2

jπ2πλjrj

)

drj

=

∫ ∞

0

2πλjrje
−(P−1

j rj
αθ+λjr

2

jπ)drj .

(5)

Next, we analyze the transmission probability Ps that a

transmitter can successfully communicate with a receiver. We

require SINR > β at a receiver to ensure the legitimate

transmission.

We denote the distance between a transmitter and its re-

ceiver by r. We assume that each transmitter communicates

with the the nearest receiver. Since receivers follow HPPP,

the PDF of r can be calculated with similar approach with

the PDF of rj in Eq. (4) as f(r) = 2πλtre
−λtr

2π . Then the

probability that a transmitter can successfully communicate

with its receiver Ps is given as follows,

Ps=Er[P(SINR > β|r)]

=

∫

r>0

P

[

Pthr
−α

σ2 + It + Ij
> β|r

]

e−λtπr
2

2πλtrdr

=

∫

r>0

P[h > βrα(σ2 + It + Ij)Pt
−1|r]e−λtπr

2

2πλtrdr.

(6)

Since h is a random variable following an exponential

distribution with mean 1, Eq. (6) can be expressed as

P[SINR > β] = EIt,Ij

[

P[h > βrα(σ2 + It + Ij)Pt
−1]

]

=EIt,Ij

[

exp(−βrα(σ2 + It + Ij)Pt
−1)

]

=e−Pt
−1βrασ2

· EIt,Ij [e
−βrα(It+Ij)Pt

−1

]

=e−Pt
−1βrασ2

· LIj (Pt
−1βrα) · LIt(Pt

−1βrα),

(7)

where LA(a) denotes the Laplace transform of random vari-

able of A at a.

Let s = Pt
−1βrα, then the Laplace transform

LIj (Pt
−1βrα) in Eq. (7) can be calculated as

LIj (s) =EIj [e
−sIj ]

=EΦ1,{hm}

[

exp(−s
∑

m∈Φ1

PjhmR−α
m )

]

=EΦ1

[

∏

m∈Φ1

Ehm
[exp(−sPjhmR−α

m )]
]

=EΦ1

[

∏

m∈Φ1

1

1 + sPjR
−α
m

]

,

(8)

where the last but one step is obtained from the fact that

random variables hm and Rm are mutually independent and

Rayleigh fading variable hm is i.i.d. for m ∈ Φ1, and the last

step is obtained from the fact that hm ∼ exp(1).
According to the property of the probability generation

function of a PPP (denoted by Φ) in a space S: for a

function 0 < f(x) < 1 (x ∈ Φ), E[
∏

x∈Φ f(x)] =
exp

(

−λ
∫

S
(1− f(x))dx

)

[19], we can express Eq. (8) as

follows,

LIj (s) = exp

(

−2πλj

∫ ∞

0

(1−
1

1 + sPjv−α
)vdv

)

. (9)

Then, we have

LIj (Pt
−1βrα) = exp

(

−2πλj

∫ ∞

0

(
β

β + PtPj
−1(v/r)α

)vdv

)

=exp
(

−π(P−1
t Pj)

2/αr2λjρ1

)

,

(10)

where ρ1 = β2/α
∫∞

0
1

1+u
α/2
1

du1, and u1 =
(

v
r(βP−1

t Pj)1/α

)2

.

Since the transmitters are subject to the same distribution

as jammers (i.e., HPPP), using the similar approach to the

calculation of LIj (Pt
−1βrα) , we can calculate the other

Laplace transform LIt(Pt
−1βrα) in Eq. (7) as follows,

LIt(s) =EIt [e
−sIt ]

=EΦ2,{hi}

[

exp(−s
∑

i∈Φ2/b0

PthiR
−α
i )

]

=EΦ2

[

∏

i∈Φ2/b0

1

1 + sPtR
−α
i

]

=exp

(

−2πλt

∫ ∞

0

(1−
1

1 + sPtv−α
)vdv

)

.

(11)

Then, we have

LIt(Pt
−1βrα) = exp

(

−πr2λtρ2
)

, (12)

where ρ2 = β2/α
∫∞

0
1

1+u
α/2
2

du2 and u2 =
(

v
rβ1/α

)2

.

By combining Eq. (12), Eq. (10) and Eq. (7), we can have

the probability that a transmitter can successfully communicate

with its receiver Ps as follows,

Ps =

∫ ∞

0

2e−P−1

t rασ2β−π(P−1

t Pj)
2/αr2λtρ1−πr2λjρ2πrλtdr.

(13)



Finally, by combining Eq. (2), Eq. (3) and Eq. (13), we have

the transmission probability Pt as follows,

Pt =

∫ ∞

0

2e−P−1

t rασ2β−π(P−1

t Pj)
2/αr2λtρ1−πr2λjρ2πrλtdr

·

∫ ∞

0

2πλjrje
−(P−1

j rj
αθ+λjr

2

jπ)drj .

(14)

C. Analysis on Eavesdropping Probability

We assume that the eavesdropper can wiretap the in-

formation from the nearest transmitter if the SINR at the

eavesdropper is greater than a given threshold T . Then, the

eavesdropping probability Pe can be expressed as

Pe=Ere [P[SINR > T |re]]

=

∫

re>0

P [P[SINR > T |re] f(re)dre, (15)

where re is the distance between the eavesdropper and the

nearest transmitter, and f(re) is the PDF of re. Since the trans-

mitters follow HPPP, the PDF of re is f(re) = e−λtπr
2

e2πλtre.

Similar to the calculation procedure of the probability that

a transmitter can successfully communicate with its receiver

Ps, P[SINR > T ] can be expressed as

P[SINR > T |r] =P
[

h > Trαe (σ
2 + It + Ij)Pt

−1|r
]

=EIt,Ij

[

P[h > Trαe (σ
2 + It + Ij)Pt

−1|r]
]

=EIt,Ij

[

exp[−Trαe (σ
2 + It + Ij)Pt

−1]|r
]

=e−Pt
−1Trαe σ2

· EIt,Ij [e
−Trαe (It+Ij)Pt

−1

]

=e−Pt
−1Trαe σ2

· LIj (Pt
−1Trαe ) · LIt(Pt

−1Trαe )

=e−Pt
−1Trαe σ2−π(P−1

t Pj)
2/αr2eλtρ3−πr2eλjρ4 ,

(16)

where ρ3 = T 2/α
∫∞

0
1

1+u
α/2
3

du3, u3 =
(

v
re(TP−1

t Pj)1/α

)2

,

ρ4 = T 2/α
∫∞

0
1

1+u
α/2
4

du4 and u4 =
(

v
reT 1/α

)2

.

After combining Eq. (16), and Eq. (10), Eq. (12) and

Eq. (15), we can obtain the eavesdropping probability Pe as

follows,

Pe =

∫

re>0

2πλtree
−Pt

−1Trαe σ2−π(P−1

t Pj)
2/αr2eλtρ3−πr2eλjρ4dre.

(17)

IV. SIMULATION RESULTS

In this section, we conduct simulations to verify the accu-

racy of our proposed model on the transmission probability

and the eavesdropping probability. We use MATLAB as the

simulation tool. In particular, transmitters, receivers and jam-

mers are distributed according to HPPP in a plane of area

100×100. We consider the path loss factor α is ranging from

3 to 5 and the noise power σ2 = 0.1, Pt = 2, Pj = 1. Each

result of simulations is calculated by averaging over 10,000

simulation trials.

0 0.5 1 1.5 2

λ
j

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

P
t

α=3

α=4

α=5

Sim.α=3

Sim.α=4

Sim.α=5

Fig. 2. Transmission probability Pt versus the intensity of jammers λj with
different path loss α, where λt = 0.5, β = 0.9, θ = 0.9.

A. Results on Transmission Probability

Fig. 2 shows the results of the transmission probability Pt

with different path loss α. We can see that Pe increases when

the path loss factor α increases from 3 to 5.

We can observe that Pt fluctuates with the intensity of

jammers λj . Specifically, Pt increases first and then decreases

with the increased λj . This can be explained as follows: when

there are fewer jammers, transmitters have less chance to

be harvested with the energy to transmit. With the increased

number of jammers, transmitters can have higher probability

to obtain the energy, resulting in the increase of Pt. However,

when the number of jammers increase further, the increased

interference caused by jammers also hampers the legitimate

communications. Therefore, this is a trade-off on choosing the

number of jammers.

B. Results on Eavesdropping Probability

Fig. 3 shows the eavesdropping probability Pe with different

values of path loss α. We can observe that when the path loss

factor α increase from 3 to 5, Pe increases.

We next evaluate the impact of the intensity of jammers

λj and the intensity of transmitters λt on the eavesdropping

probability Pe. When λt increases from 0.2 to 0.6, we can

see that the Pe increases. Meanwhile, when λj increases from

0 to 2, Pe decreases significantly. In other words, the higher

density of transmitters is, the more legitimate communications

can be eavesdropped. One the other hand, the higher density of

jammers is, the fewer legitimate communications can be eaves-

dropped (due to the higher interference to the eavesdropper).

V. THE OPTIMAL SOLUTION OF TRANSMISSION

PROBABILITY

As shown in Fig. 2, the transmission probability increases

first and then decreases with the increased intensity of jammers
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Fig. 3. Eavesdropping probability Pe versus the intensity of jammers λj with different intensity of transmitters λt, where T = 1.
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Fig. 4. Optimal intensity of jammers λj versus path loss factor α with
different intensity of transmitters λt.

λj , implying that we can have the optimal value of transmis-

sion probability by choosing an optimal intensity of jammers

λj . Therefore, we investigate the relationship between the

optimal intensity of jammers λj with different parameters. We

first have the partial derivative of function Pt with respect to

variable λj as shown in Eq. (18). Next we calculate the zero

point of Eq. (18) by letting ∂Pt

∂λj
= 0. Thus, we can have the

optimal λj to achieve the optimal transmission probability.

Fig. 4 presents the results of optimal intensity of jammers λj

versus path loss factor α with different intensity of transmitters

λt. We can see that, to maintain the optimal transmission

probability, the optimal λj increases when the path loss

factor α increases from 3 to 5. This implies that when the

transmission channel deteriorates, the number of jammers

needs to be increased to guarantee the charging process to

achieve the optimal transmission probability. In addition, when

the intensity of transmitters λt decreases from 0.6 to 0.2, the

optimal value of λj needs to be increased to ensure the optimal

transmission probability. This is resulting from the fact that

transmitters with the lower intensity have less chance to be

charged by jammers.
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Fig. 5. Optimal intensity of jammers λj versus transmission power of
jammers Pj with different path loss factor α.

Fig. 5 shows the results of the optimal intensity of jammers

λj versus transmission power of jammers Pj with different

path loss factor α. We can see that the optimal value of λj

has a decreasing trend with the increased transmission power

of jammers, implying that we can use the higher transmission

power of jammers to replace the large number of jammers in

order to achieve the optimal transmission probability.

In summary, we can achieve the optimal transmission proba-

bility by choosing the optimal intensity of jammers according

to different channel conditions, node density of transmitters

and transmission power of jammers.

VI. CONCLUSION

In this paper, we propose a new Wireless-Jamming-Energy-

Transfer (WJET) scheme by integrating friendly-jamming

scheme with wireless energy transfer. In particular, we estab-

lish an analytical model to investigate the transmission proba-

bility and the eavesdropping probability. The results show that

WJET can effectively improve the transmission probability and

decrease the eavesdropping probability. In particular, we find

that both the transmission probability and the eavesdropping

probability heavily depend on the density of jammers and



∂Pt

∂λj

=

(

∫

∞

0

2rje
−

rj
αθ

Pj
−rj

2πλj
π − 2rj

3e
−

rj
αθ

Pj
−rj

2πλj
π2λjdrj

)

∫

∞

0

2e
−

rαβσ2

Pt
−πr2λt

(

Pj
Pt

)

2/αρ1−πr2λjρ2
πrλtdr+

(

∫

∞

0

2rje
−

rj
αθ

Pj
−rj

2πλj
πλjdrj

)

∫

∞

0

2e
−

rαβσ2

Pt
−πr2λt

(

Pj
Pt

)

2/αρ1−πr2λjρ2
− 2e

−
rαβσ2

Pt
−πr2λt

(

Pj
Pt

)

2/αρ1−πr2λjρ2
π2r3λtρ2dr.

(18)

various channel conditions. Extensive simulations verify the

effectiveness and the accuracy of our analytical models. More-

over, we extensively achieve the optimal density of jammers

in order to have the optimal transmission probability based

on various channel conditions, density of transmitters and

transmission power of jammers.
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