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Abstract—Critical infrastructure systems are vital to underpin
the functioning of a society and economy. Due to ever-increasing
number of Internet-connected Internet-of-Things (IoTs) / Industrial IoT (IIoT), and high volume of data generated and collected,
security and scalability are becoming burning concerns for
critical infrastructures in industry 4.0. The blockchain technology
is essentially a distributed and secure ledger that records all
the transactions into a hierarchically expanding chain of blocks.
Edge computing brings the cloud capabilities closer to the
computation tasks. The convergence of blockchain and edge
computing paradigms can overcome the existing security and
scalability issues. In this paper, we first introduce the IoT/IIoT
critical infrastructure in industry 4.0, and then we briefly present
the blockchain and edge computing paradigms. After that, we
show how the convergence of these two paradigms can enable
secure and scalable critical infrastructures. Then, we provide a
survey on state-of-the-art for security and privacy, and scalability
of IoT/IIoT critical infrastructures. A list of potential research
challenges and open issues in this area is also provided, which
can be used as useful resources to guide future research.
Index Terms—Blockchain, Edge Computing, Critical Infrastructure, Industry 4.0, Internet of Things.

I. I NTRODUCTION
Critical infrastructure systems have been used to underpin
the functioning of a society and economy. They range from
traditionally-defined physical assets to a more broad definition
of modern assets in the sectors of electricity, gas, water supply,
agriculture, public health, transportation, security services,
telecommunication, etc [1], [2]. This transition is largely due
to the ever-increasing usage of Internet-of-Things (IoTs) and
their significant support for critical infrastructure systems in
the era of industry 4.0 [3], [4], [5], [6]. The international data
corporation (IDC) has forecast that there will be an estimate of
41.6 billion connected IoT devices, generating 79.4 zettabytes
(ZB) in 20251 . IoTs have become indispensable parts of critical infrastructures in industry 4.0, creating intelligent services
such as smart grid and offering a range of advantages for cost
savings and efficiencies [7], [8].
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The industrial control system (ICS) is the heart of a critical
infrastructure [9], [10]. It is mainly responsible for supervisory control and data collection (SCADA), monitoring the
processes and control flows of system information in industry.
The wide adoption of Internet-connected IoT devices has presented a variety of challenging issues to critical infrastructures.
First, ICS was originally designed mainly for a proprietary
and closed infrastructure without considering too much about
security issues, as traditional critical infrastructures are sort
of isolated and are not vulnerable to cyberattacks. With these
infrastructures being connected to the Internet through IoTs,
a wide range of cyberattacks, including distributed denial-ofservice (DDoS), malware, breach attack, Brute force attack,
Man-in-the-middle attack, SQL injection, and phishing, are
threatening the operation of ICS to provision normal support
for services [11], [12], [13], [14]. In addition, ICS is in a
position for data acquisition in critical infrastructures. The
compromised ICS by cyber attackers may create potential risks
for the leakage of data privacy [15], [16]. Second, scalability
is another challenge which ICS was not originally designed
to solve. Given the remarkable increase in the number of
IoT devices and the volume of data they are collecting and
analysing, the traditional centralised manner for data collection
and analysis is becoming the bottleneck of ICSs [17]. A
decentralised way is inevitably needed to fulfill the emerging
requirements of ICSs in support of advanced critical infrastructures in industry 4.0.
The emerging blockchain and edge computing paradigms
are promising technologies that can tackle the above challenging issues, in terms of security and scalability considerations
of critical infrastructures. The blockchain technology has
emerged as a novel secure computing paradigm without the
need of any centralised authority in a networked system [18],
[19], [20], [21]. It is a distributed consensus scheme that
allows transactions to be securely stored and verified. In
terms of security and privacy, the blockchain is created and
maintained securely through the use of asymmetric cryptography with crowd computing in a peer-to-peer manner. The
zero-knowledge proof has been leveraged to increase privacy
protection in the blockchain system [22]. Edge computing is a
decentralised computing infrastructure that brings computing
and storage capabilities closer to the location where it is
needed [23], [24], [25]. In terms of privacy protection, data
does not have to be transferred to the remote cloud for
computation and storage. Blockchain can therefore inevitably
compensate the security concerns and enhance the privacy

JOURNAL OF LATEX CLASS FILES, VOL. XX, NO. X, AUGUST 20XX

2

Government

Financial services

Waste management

Energy

Public health

Transportation

Manufacturing

Water management

Food and agriculture
Base station (Access point, IoT Gateway)

Sensor (IoT device, smart meter)

Computing facility (edge computing)

Fig. 1. Critical infrastructures with IoT.
TABLE I
A SUMMARY OF NATIONAL CRITICAL INFRASTRUCTURES IN DIFFERENT COUNTRIES .

Country

Number of Sectors

United Kingdom

13

United States of America
Canada
Australia
Singapore

16
10
8
9

Critical Infrastructures
The Different Infrastructures
Chemicals, Civil Nuclear, Defence,
Emergency Services, Space, Food
Financial Services,
Chemicals, Dams, Information Technology,
Government Facilities,
Commercial Facilities2 , Critical Manufacturing,
Communications, Energy, Health,
Defence Industrial Base, Nuclear Reactors,
Transportation Systems, and Water
Materials and Waste, Food
Information and Communication Technology, Food
Food
Infocomm, Media
The Same Infrastructures

protection of edge computing. The convergence of these two
technologies is vital to provide necessary computation and
storage for IoTs, while guaranteeing the security and scalability of critical infrastructures in industry 4.0 [26].

Section VII discusses potential challenges and open issues.
Finally, Section VIII concludes this paper.

Many research has been conducted to tackle security and
privacy, and scalability issues of IoT based on blockchain and
edge computing technologies. A systematic study of this area
can take a further step to contribute to the research of IoT
critical infrastructures in industry 4.0. With such a motivation,
this paper introduces the critical infrastructure in industry
4.0 in Section II. Section III presents the technologies of
blockchain and edge computing, followed by how they can be
converged to provide necessary support for secure and scalable
critical infrastructures as in Section IV. Sections V and VI
review and discuss state-of-the-art for security and privacy,
and scalability of IoT critical infrastructures, respectively.

Critical infrastructures refer to those vital assets, facilities,
systems, sites, networks, information, people, processes, either physical or virtual, that are necessary to underpin the
functioning of an economy and society3 , as shown in Fig. 1.
It also includes those functions, sites and organisations that
are not critical to the maintenance of essential services upon
which daily life depends, but that needs to be protected due
to potential risks to the public (e.g., civil nuclear sites).
Different countries have their own definitions of national
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2 This includes a wide range of sites that draw large crowds of people for
shopping, business, entertainment, or lodging.
3 https://www.cpni.gov.uk/critical-national-infrastructure-0
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critical infrastructures. Table I shows a summary of critical
infrastructures in United Kingdom, United States of America,
Canada, Australia, and Singapore.
Traditional critical infrastructures were quite isolated and
were mainly vulnerable to physical attacks e.g., via an infected
USB drive [27]. For example, the damage to the nuclear program of Iran by Stuxnet, a malicious computer worm, probably
via an infected USB drive, has caused significant damage to
industrial centrifuges used for enrichment of uranium4 . Due to
digital transformation of industry 4.0 driven by smart factories,
big data and machine learning, critical infrastructures are
equipped with a dramatic increasing number of IoT devices,
or industrial IoT (IIoT) in the context of industry 4.0 [28],
[29], creating the so-called critical infrastructure with IoT or
IoT critical infrastructure.
Such a digital transformation of critical infrastructures is
a double-edged sword. On the one hand, IoT critical infrastructures are in greater risks of being exposed of its internal
structure, due to the connection to the Internet through massive
IoT devices via open standard protocols [30], [31], [32], [33].
On the other hand, it provides more useful information that
can be used for better maintenance of the system. For example,
Airbus launched a digital manufacturing initiative called the
“Factory of the Future”5 . Due to the complex process of
building a commercial airliner, many things that may go wrong
during the manufacturing process and may further endanger
passenger safety. To mitigate these potential risks, Airbus
equipped sensors in its machines. Through the collected data,
a set of useful actions (e.g., anomaly prediction, detection and
localisation) are performed for proactive maintenance [34],
[35]. Faults can be repaired by engineers before escalating
to a more serious error that may stop service provision.
According to the nature of how IoT critical infrastructures
work, a number of components of the infrastructure are
vulnerable to cyberattacks, including the following aspects:
•

•

•

Industry devices. There are a large number of alreadydeployed devices that are difficult to upgrade or patch,
making critical infrastructures inflexible for efficient handling of potential faults and attacks. In contrast, the new
IoT devices are connected to the Internet, and therefore,
they are vulnerable to cyberattacks and can be easily
compromised [6], [36].
Communication infrastructure. IoT devices can now connect with other devices, including other IoT devices, computing and storage devices, through open medium such
as cellular and Wi-Fi connections using open standard
protocols [37]. The communication infrastructure itself
is also vulnerable to cyberattacks and the communication
may be eavesdropped [38].
Computing infrastructure. Critical infrastructures were
using centralised cloud computing, where all the data
need to be transferred to the cloud data centre for processing. This creates the potential risk of privacy leakage [39],
[40].

4 https://www.europarl.europa.eu/RegData/etudes/BRIE/2019/642274/
EPRS BRI(2019)642274 EN.pdf
5 http://e-lass.eu/media/2018/02/TTG-ZAL.pdf
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To cope with the above issues, the proposed solutions for
critical infrastructures in industry 4.0 need to consider the
following factors:
• Security. Appropriate security mechanisms need to be in
place to safeguard the IoT devices, the computing infrastructure, the communication infrastructure, and various
data running over these infrastructures.
• Privacy. Many control and maintenance decisions are
learnt from data, e.g., fault prediction, detection and
localisation are carried out based on many advanced data
analytics methods [34], [41]. The data usage needs to be
transparent, and sensitive data should not be transmitted
outside its local network region.
• Scalability. Data analytics methods rely on data collection, storage and processing. The delay of these processes
need to meet the stringent requirements of critical infrastructures and need to be scalable with the increase in the
size of the infrastructure.
III. B LOCKCHAIN AND E DGE C OMPUTING
The emerging blockchain and edge computing technologies
have exhibited excellent features that can cope with the above
issues mentioned in Section II. In this section, how the two
technologies work and how they can handle these issues will
be presented.
A. Blockchain
A blockchain is essentially a distributed and secure ledger
that records all the transactions into a hierarchically expanding
chain of blocks [42], [43], [44], [45], [46]. Each block in the
blockchain is linked to its previous block through the hash
value of the parent block, except for the first block, usually
called the genesis block which does not have a parent block.
New blocks can be committed to a blockchain only upon
their successful completion of the competition enforced by
a consensus algorithm [47], [48]. Each block consists of the
following components (see Fig. 2):
• Previous hash, which is the hash of the parent block.
• Timestamp, recording the current time in seconds.
• Nonce, starting from 0 and increasing for every hash
calculation.
• Merkle Root, which is the hash of all the hashes of all
the transactions in the block.
• Transactions (Tx), which is the transactions executed
during a given period of time.
The blockchain technology possesses many features [42],
[49], [50], [51] that are useful to tackle security, privacy and
scalability issues of critical infrastructures in industry 4.0,
including
• Decentralisation. A blockchain validates a new block in
a decentralised way without any centralised third-party
authority. In principle, every network user (node) can
participate in this validation. This trustfulness validation
process is essentially to complete a consensus procedure
via competition amongst all the involved users, and this
can be achieved by consensus algorithms, such as proof
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Fig. 2. An example blockchain structure.
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Fig. 3. Typical scenarios with edge computing.

•

•
•

of work (PoW) [52], proof of stake (PoS) [53], proof of
burn (PoB) [53], Byzantine fault tolerance (BFT) [54],
and practical BFT (PBFT) [55].
Immutability. Each block in a blockchain has the hash
of its previous (parent) block. Any changes to the parent
block invalidates all the subsequent blocks. In addition,
the Merkle root is the hash of all the hashes of all the
transactions in the block. Any modification to any transactions in a block, after the block has been successfully
committed into a blockchain, will result in a new Merkle
root. The falsification to any transactions can therefore
be easily detected.
Transparency. Every user of a blockchain system can
access and interact with the blockchain network.
Pseudonymity. As blockchain addresses are allowed to
be anonymous, users cannot access identification information of the users who have made those transactions.

•

•

This preserves a certain level of user privacy [56].
Accountability/non-repudiation. Blockchain systems have
a digital signature scheme. Transaction initiator signs a
message with her private key before issuing it out, and the
recipient of this signed message uses the sender’s public
key to prove the validity of the message. The transaction
initiator therefore cannot be denied its signed transaction.
Automation. Blockchain systems allow smart contracts [57], [58], where approved contractual clauses
are transformed into executable computer programs and
are executed automatically when a certain condition is
satisfied. The execution of each contract statement will be
recorded as an immutable transaction in the blockchain.

B. Edge Computing
With the dramatic increase in the number of IoT/IIoT devices, centralised cloud computing is becoming more difficult
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IV. C ONVERGENCE OF B LOCKCHAIN AND E DGE
C OMPUTING FOR S ECURE AND S CALABLE C RITICAL
I NFRASTRUCTURES
ECNs are operating by different third-party operators and
are being deployed in a decentralised way, making it difficult
to ensure the same level of security, transparency, and privacy
preservation [65], [66]. The blockchain technology can essentially overcome the shortcomings of edge computing. In addition, edge computing can provide necessary local computing
capabilities for computation tasks of blockchain systems, e.g.,
smart contract execution and consensus procedure. Therefore,
the convergence of blockchain and edge computing paradigms
can enable the following features that are crucial towards
secure and scalable critical infrastructures in industry 4.0:
• Security. All transaction data in IoT/IIoT with edge computing are enforced automatically by smart contracts and
added to a blockchain upon successfully committed to a
block. Security mechanisms can be easily implemented
by smart contracts.
• Privacy. Data can be collected and handled locally by
edge computing. Data that is required to be transmitted
outside where it originates, has a certain level of privacy
protection by virtue of blockchain’s pseudonymity mechanism.
• Scalability. Both blockchain and edge computing
paradigms are decentralised schemes. In other words,
they can be smoothly and readily converged without
introducing additional scalability issues.
Fig. 4 shows a layered architecture for IoT/IIoT in industry
4.0 with the convergence of blockchain and edge computing
paradigms. The architecture consists of four layers: IoT/IIoT
devices, edge computing, cloud computing and blockchain
systems. IIoT devices are the smart devices in IoT/IIoT environment, such as robotic arms in smart factories, smart
farm sensors in smart agriculture, and smart thermometer in
smart home. They are responsible for data acquisition and

AI Services

Cloud Computing

Edge Computing

IoT/IIoT Devices

Blockchain Systems

to satisfy various quality-of-service (QoS) requirements of
diversified industrial applications [59]. Edge computing has
been introduced to bring the computation capability closer
to a computation task, in order to reduce network latency
and save bandwidth resources towards the remote cloud data
centre [60], [61].
Edge computing nodes (ECNs) possess different functions
and have different computation capacities according to their
location distance with end users [62], as shown in Fig. 3.
ECNs can be deployed at the macro base stations, providing
main data computation and storage capacities. ECNs can also
be deployed in a house in the smart home scenario, providing
extra computing power for smart home IoT devices. They
can also mounted at the roadside for the case of smart transportation, significantly reducing the response time for delaysensitive applications such as autonomous driving. ECNs can
also be deployed at IoT/IIoT gateways for industrial scenarios, providing data collection and aggregation functionalities.
ECNs can even be deployed at the end devices, performing
data pre-processing [63], [64].
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Fig. 4. A layered architecture for IoT/IIoT with the convergence of blockchain
and edge computing.

pre-processing with light computation. Edge computing can
MEN
be embedded within an IIoT device, deployed in a house, an
office building, a micro base station, and even a macro base
station; it provides necessary local computation and/or storage
capabilities to satisfy stringent QoS requirements of many
IIoT applications, such as ultra-low latency for autonomous
vehicles and ultra-high reliability for remote surgery. In addition, edge computing allows local data to be processed
locally, without being transferred to the remote cloud. In
contrast, cloud computing has more computing power but it
is located far away from computation tasks, and therefore the
communication with cloud data centres can incur additional
network latency and consume more network bandwidth. The
blockchain system can ensure the security and transparency,
and enhance privacy and scalability, of the above three layers
in the critical infrastructure. AI services provide the ability
for data processing at IoT/IIoT devices, edge computing and
cloud computing layers.
Let us take an example to facilitate the understanding of
the layered architecture shown in Fig. 4. A drone in the
IoT/IIoT Devices layer is monitoring weather conditions and
needs to transmit the pre-processed weather data to the weather
station. Due to limited computing resources and energyefficiency considerations at the drone, part of the collected
data need to be offloaded to edge servers at the base station
for processing, in the Edge Computing layer. All transactions
are recorded by a blockchain, where the involved devices such
as the drone and the base station are miners. If the local
computing resources of miners are limited, miners can offload
their computing works, such as achieving an agreement by
consensus algorithms, to more powerful computing facilitates.
For example, drones can offload the computing works to edge
servers, and the computing works at an edge server can be
offloaded to other edge servers or the Cloud Computing layer.
The AI Services layer provides necessary AI models to make
intelligent decisions, e.g., when is the best time for offloading.
In what follows, the state-of-the-art that consider the convergence of blockchain and edge computing, to ensure the
security and scalability of critical infrastructures, will be
investigated and discussed.
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Fig. 5. Security and privacy solutions brought by the convergence of blockchain and edge computing.

V. S ECURITY AND P RIVACY OF II OT C RITICAL
I NFRASTRUCTURES IN I NDUSTRY 4.0
The integration of blockchain with edge computing has the
potential to secure IIoT critical infrastructures and also protect
privacy-sensitive data in the infrastructure. Fig. 5 presents
an overview for the state-of-the-art of security and privacy
solutions brought by the convergence of blockchain and edge
computing. In particular, the IoT device layer, blockchain edge
layer and cloud computing layer correspond to the IoT/IIoT
devices, edge computing and cloud computing, respectively,
as presented in Section IV. It is worth mentioning that the
blockchain network layer plays a crucial role in connecting
ECNs and cloud servers in the same plane via an overlay
network (i.e., the P2P network). We summarise the countermeasures to guarantee security and privacy in IIoT critical
infrastructures in the communication, network and computing
layers, which are illustrated as follows.
A. Communication layer
The integration of blockchain and edge computing can
protect the security and privacy for IIoT in identification
management and radio spectrum management.
1) Identification management: The proliferation of diverse
IoT devices poses the challenges in identification (ID) management of IoT devices [67]. However, the incumbent ID
management systems are not scalable with the explosion of
heterogeneous IoT devices. Meanwhile, the centralised IoT ID
management can inevitably lead to low efficient bureaucratic
processes, huge administrative costs, vulnerability to malicious
attacks and susceptibility to single-point-failure (SPF) and
privacy breaches.
The advent of blockchain as well as edge computing
technologies can potentially solve the above drawbacks of
the centralised ID management systems. On the one hand,

the decentralisation of blockchain systems can simplify the
ID management process and lower the administration costs.
Specifically, an IoT device can register, revoke and expire
its ID in the decentralised blockchain-based ID management
systems which can guarantee the trust without the necessity
of a third party. Meanwhile, the privacy/security risks of the
centralised systems can be eliminated or mitigated thanks
to the temper-proof and non-repudiation characteristics of
blockchains [68]. Moreover, the decentralisation brought by
blockchain can also help to reduce the SPF risk in the
centralised systems. In addition, blockchains can also ensure
the anonymity of IoT devices since the generated addresses of
IoT devices can only be used to interact with each other in
the system.
On the other hand, edge computing can also disburden
the centralised ID management systems by offloading tasks
(e.g., registration, revoking and updating) to distributed ECNs.
Integration with blockchain can further improve the transparency and security of ID management. All ID data stored in
blockchain become traceable and immutable so as to improve
the overall security of IIoT. There are several proposals on IoT
ID management. For example, recent work [69] investigated
the usage of blockchain for Lithium-ion (Li-ion) battery management. Moreover, Guo et al. [70] adopted an integration of
blockchain and edge computing to achieve the trust of access
control across diverse IoT systems.
2) Spectrum management: We have experienced the radio
spectrum shortage due to the ever-growing demands on wireless bandwidth driven by massive IoT devices and diverse IoT
applications [71], [72]. Blockchain also brings opportunities
in radio spectrum management for IoT devices. Blockchain is
essentially a distributed database (a.k.a. a distributed ledger),
which can record the usage of radio spectrum and enforce
the effective spectrum access mechanisms. For example, the
work [73] investigated the adoption of blockchain as dis-
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tributed spectrum database to achieve a fine-grained access
control on radio spectrum, through which users may share
radio spectrum through appropriate settings of licenses in
blockchain.
Moreover, the built-in incentive and pricing mechanisms
of blockchain can help to simplify the spectrum trading process. The work [74] discussed the possibilities of leveraging
blockchain for radio spectrum auction. Smart contracts running
on top of blockchain can also automate the spectrum auction
and trading. Meanwhile, a blockchain-based spectrum sharing
framework for 5G communications was proposed in [75]. In
particular, a smart contract regularising the terms for spectrum
sharing as well as the payments is given. The underlying
blockchain can also protect the privacy of trading parties.
3) Mobile services management: In 5G and beyond 5G
communication systems, the management of massive services
subscribers is becoming a challenge due to the difficulty
in coordinating the fragmented heterogeneous networks and
the growing administrative cost for handling various mobile
services. Blockchain technology can potentially address these
emerging issues in mobile services management in 5G and
beyond 5G networks.
As shown in Fig. 5, blockchain is essentially a middleware
to connect distributed mobile networks together. Consequently,
diverse communication networks can be integrated together
to offer a seamless mobile service to users. Moreover, the
built-in smart contracts on top of blockchain can also automate the service subscription, suspension, modification and
termination, thereby reducing the administrative expenditure.
The study [76] presented a blockchain-based roaming management system for cellular networks, providing users with
an ubiquitous roaming service. Furthermore, the positioning
accuracy is also a critical issue in mobile services, especially
for vehicular networks. The study [77] proposed a blockchainbased framework on collaborative positioning. Particularly,
blockchain can ensure the data provenance of positioning data.
B. Network layer
In the network layer, the incorporation of blockchain into
edge computing can protect the security in aspects of network
access control and network softwarisation. We next illustrate
the research advances in these two aspects in detail.
1) Network access control: One of the major obstacles in
IoT data sharing is the reciprocity absence across diverse IoT
systems. The introduction of blockchain to the IoT ecosystem
can not only improve the interoperability [42] but also provide
fine-grained access control of various components in IoT
systems. The work [78] presented a blockchain-based access
control for IoT systems. In particular, a fine-grained access
control based on attribute-based encryption (ABE) can ensure
the permission attribute updating in time. As an example,
the revoked users cannot access the on-chain data, which
nevertheless can be visible to authorised users. Moreover,
the work [79] presented a decentralised network management
system for IoT on top of blockchain. Even though the performance improvement over the conventional IoT network
management systems is not significant, the decentralisation
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feature of this system (mainly owing to distributed blockchain
nodes) can improve the scalability of the entire system. In
contrast to conventional network access control, blockchainbased network access control has the following advantages: 1)
decentralization of network access control so as to improve
the interoperability across the entire IoT system, 2) finegrained access control can be achieved by the traceability of
blockchain and ABE schemes.
The advances of blockchain-based smart contracts also
foster the flexibility of network access control. In particular,
the work [80] presented a smart contract-based access control
scheme to achieve flexible network access control. In this
scheme, there are three types of smart contracts for registration, judgement and multiple access control properties. An
implemented prototype also demonstrated the effectiveness of
the proposed framework. Moreover, Islam and Madria [81]
proposed an attribute-based network access control scheme
based on smart contracts running on top of Hyperledger Fabric,
which is a permissioned blockchain. Experiments on an IoT
testbed were conducted to further verify the effectiveness of
the proposed scheme. In addition, in [82], the distributed
trust in Internet-of-Vehicles (IoV) can be achieved through
the consensus mechanism of blockchain.
2) Network softwarisation: In order to cater for the growing
demands of diverse IoT applications, the network softwarisation has drawn extensive attention recently [83]. Typical
network softwarisation technologies mainly include softwaredefined networks (SDN) [84], [85], network functions virtualisation (NFV) [86], [87] and network slicing [88], [89].
The advent of SDN can fulfill the flexible and scalable
connections of massive IoTs while most of the existing SDN
solutions that are centralised are susceptible to SPF or malicious attacks. The introduction of blockchain can decentralise
SDN schemes thereby improving the reliability of SDN-based
IoT systems. The recent study [90] presented a blockchainbased decentralised SDN solution, which can effectively solve
the handover authentication problem. Moreover, the work
of [91] also presented a blockchain-based SDN scheme for
the IoV scenario, in which blockchain was adopted to achieve
decentralisation and trustworthiness of multiple network entities and SDN was leveraged to guarantee the effectiveness of
network management.
Meanwhile, the provision of NFV technologies can facilitate
the diverse services for IoT applications while both security
and trust among multiple virtualised network entities pose
a challenge in popularising NFV to IoT communities. The
convergence of blockchain with NFV can potentially overcome
these challenges. The study presented in [92] investigated the
integration of blockchain with NFV to secure NFV orchestration functions so as to achieve traceable and non-repudiated
services. Moreover, the work [93] harnessed the auditability
and incentive mechanism of blockchain to design a reverse
auction scheme to solve the competition of virtual network
functions (VNF) services providers.
Network slicing accompanying by SDN and NFV technologies can fulfill the diverse demands of various IoT applications via partitioning the entire physical network into
multiple segregated network planes. The work [94] presented
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a blockchain-based broker mechanism for IoT devices in 5G
networks, in which network resources can be securely leased to
end users in a privacy-protected manner. Moreover, the study
presented in [95] showed that the introduction of blockchain
to network slicing can further improve the reliability of the
content sharing in information-centric networks (ICN) [96].
3) Network services: The integration of network access control and network softwarisation mechanisms with
blockchain can offer unified network services. On the one
hand, blockchain and smart contracts can enable the flexible
network access control. On the other hand, the combination of
blockchain with network softwarisation technologies can also
facilitate the network management. Consequently, the provision of secure and ubiquitous network services is envisioned
for critical infrastructures.
There are several representative network services based
on blockchain. In [97], a blockchain-based network storage
service was presented. In particular, a blockchain-based data
auditing scheme integrated with the bi-linear pairing cryptographic mechanism was devised to ensure the data integrity.
Meanwhile, Aujla et al. [98] presented a framework of integrating SDN and blockchain to offer flexible network services.
Particularly, blockchain-enabled SDN can mitigate the attacks
such as malware and denial-of-service (DoS) attacks. Moreover, the study [99] investigated the integration of blockchain
with ECNs to provide trusted edge services. Incentive schemes
that are embedded with smart contracts can incentivise ECNs
to contribute to edge services.
C. Computing layer
The integration of blockchain and edge computing can
solve the following security issues in the computing layer. We
discuss the research advances as follows.
1) Edge and cloud orchestration: IoT data has typically
been uploaded to remote clouds for storage, analysis and
interpretation [100]. However, cloud services have typically
been owned by untrustworthy third parties, which may misuse
IoT data or unintentionally disclose the privacy-sensitive data
to others. Moreover, it may cause considerable end-to-end
delay to upload IoT data to remote clouds. The advent of
edge computing [101] can overcome the drawbacks of cloud
computing through offloading computation and storage tasks
to ECNs, which are close to users. Thus, edge computing can
essentially complement with cloud computing to better serve
IoT.
The effective edge and cloud orchestration is a necessity
for IoT ecosystem while it also poses a number of security
and privacy challenges especially in the trustless and heterogeneous computing environment [102]. There are a few
studies to guarantee trust and security of edge and cloud
orchestration enabled by blockchain. In particular, Xiong et
al. [103] modeled the interactions among cloud servers, ECNs
and blockchain miners as a multi-leader multi-follower game,
which is essentially a computationally-complex problem while
authors successfully solved the problem by an Alternating Direction Method of Multipliers (ADMM) approach. Meanwhile,
the study of [104] investigated to disburden blockchain mining
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tasks from IoT devices to ECNs. In addition, Jiao et al. [105]
presented an auction model to analyse the trading procedure
between cloud/edge services vendors and blockchain miners.
Moreover, the work [106] presented an overview on using
blockchain for cloud services exchange in a cloud market.
Furthermore, authors in [107] presented a cloud-edge orchestration framework to coordinate crowdsensing tasks in mobile
IoT scenarios. In this framework, a cloud server playing a role
as a controller can gather sensing data from ECNs, which outsource sensing tasks to mobile IoT devices to collect sensing
data. An auction mechanism was proposed to incentivise participatory workers (i.e., IoT devices). Similarly, the work [108]
presented a blockchain-based mobile crowdsensing system for
IIoT. In contrast to conventional mobile crowdsensing systems,
the decentralisation of blockchain can further enhance the
reliability and security of the system.
2) Data caching and storage: The explosion of IoT data
poses challenges in data management, especially in data storage and data analytics [118]. Cloud computing can offload
storage and processing burdens at IoT devices while it also
brings the challenges in data privacy and security protection.
Edge computing can undertake storage and processing at
ECNs in approximation to users, thereby improving contextawareness and protecting data privacy.
The in-depth integration of blockchain and edge/cloud can
further preserve IoT data privacy and security. In particular,
the work [109] presented a blockchain-based data management
system for IoT, in which both edge and cloud computing facilities are integrated with blockchain to guarantee effective data
sharing. Harnessing the non-repudiation and anti-tampering
characteristics of blockchain, Xu et al. [110] proposed a
blockchain-based data sharing system to support a diversity
of edge applications. Experimental results further verified the
effectiveness of the proposed scheme.
There are other studies on investigating the adoption of
blockchain in other edge computing scenarios. In particular,
the work [111] investigated to leverage blockchain to achieve
the trust of multiple ECNs, which can temporarily store popular contents (a.k.a. caches) so as to improve user experience.
Blockchain can also be used in the video streaming scenario.
Liu et al. [112] presented a blockchain-based video streaming
framework with edge computing. Meanwhile, a three-stage
Stackelberg game was used to investigate the interaction
among the users, base stations and video providers. Moreover,
the work [113] exploited the merits of blockchain such as antitempering and decentralisation to achieve the fast repairing of
data storage nodes in IIoT environment.
3) Pricing and incentive mechanisms in computing: The
IIoT critical infrastructure consists of diverse computing facilities, such as IoT nodes, ECNs and cloud servers with different
computing capabilities and storage capacities. It is crucial to
motivate diverse computing nodes to participle in computing
and storage tasks. In addition, many consensus algorithms of
blockchain also require substantial computing contributions
from some computing nodes (i.e., miners). Therefore, the
pricing and incentive mechanisms become a challenge in the
IIoT critical infrastructure.
Many recent studies aim at addressing this issue. Kang
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TABLE II
S UMMARY OF SECURITY AND PRIVACY SOLUTIONS ENABLED BY BLOCKCHAIN AND EDGE COMPUTING
Perspectives
Communication layer

Network layer

Computing layer

Issues

References

• Identification management

[67], [68], [69], [70]

• Spectrum management

[73] [74] [75]

• Mobile services management

[76] [77]

• Network access control

[78] [79] [80] [81] [82]

• Network softwarization

[90] [91] [92] [93] [94] [95]

• Network services

[97] [98] [99]

• Edge and cloud orchestration

[102] [103] [104] [105] [106] [107] [108]

• Data caching and storage

[109] [110] [111] [112] [113]

• Pricing and incentive mechanisms

[114] [115] [116] [117]

et al. [114] proposed a two-stage strategy to mitigate the
collusion of blockchain miners. In particular, a contract theory
was introduced to incentivise miners to contribute to the
block verification. Meanwhile, the study [115] investigated the
incentive mechanisms in ECNs providing blockchain miners
with computing services. Particularly, a two-stage Stackelberg
game model was used to analyse the interactions between
ECNs and miners. Moreover, the study [116] investigated a
mechanism to promote the consensus propagation across the
blockchain network. Furthermore, a credit-based approach was
devised in [117] to achieve the computing resource trading
between ECNs and blockchain-enabled IoT nodes.
D. Summary
The integration of blockchain and edge computing can
address the security and privacy concerns in critical infrastructures of IIoT in communication, network and computing
layers. Table II summarises the state-of-the-art solutions in
different aspects.

Industrial
Applications

Manufacturing

Transportation
Camera

Smart meter

IoT Gateway

Cloud computing layer

Power grid

Hash
value

In addition to security and privacy concerns of IIoT critical
infrastructures, the scalability has limited the wide adoption of
IIoT. The integration of edge computing and blockchain can
improve the scalability of IIoT. First, edge computing can offer
ubiquitous computing facilities to blockchain and IIoT nodes.
Second, blockchain being a middleware across different IIoT
systems can enhance the security and privacy of both ECNs
and IIoT. In this section, we discuss the scalability of IIoT
critical infrastructures mainly in two aspects: 1) the intrinsic
scalability of IIoT and 2) the scalability of blockchain.
A. Scalability of IIoT

Pico BS

Macro BS

Partial blockchain data

Blockchain data
Cloud Server

Cloud Server

Sensor (IoT device)
ECN

VI. S CALABILITY OF II OT C RITICAL I NFRASTRUCTURES
IN I NDUSTRY 4.0

EV

Partial blockchain data

Blockchain data

servers and data storage servers which have strong computing/storage capabilities may store the entire blockchain and
also be responsible for the computationally-intensive tasks
such as mining and executing machine learning/deep learning
algorithms. However, ECNs and IoT devices may only store
partial blockchains (e.g., hash values of the blockchain or
a subset of blocks) due to the limited computing/storage
capabilities. It is a critical issue to ensure the consistency of
blockchain data across the entire network.

Blockchain data
Data storage

Wireless link

Fig. 6. An example to illustrate the working of the integration of blockchain
and edge/cloud computing.

With respect to the practical realisation of the solutions, the
integration of blockchain and edge/cloud computing facilities
should be decomposed into diverse computing facilities, which
are distributed across the entire IIoT critical infrastructure.
Fig. 6 depicts an example of the integration of blockchain
and edge/cloud computing facilities. In this scenario, cloud

With the vision of ubiquitous connections everywhere and
elastic access for everything, IIoT has the stringent requirement on the scalability in critical infrastructures [119]. However, as shown in Fig. 7, the scalability of IIoT is affected
by heterogeneous IIoT devices, diverse IIoT networks, and
massive IIoT data [120]. In particular, IIoT consists of various
IoT devices such as RFID tags, sensors, controllers, and
robot arms, which are connected through wired networks or
wireless networks. The heterogeneity of IIoT devices exhibits
in both hardware (e.g., ICs and sensors) and software (e.g.,
operating systems and firmware). In addition to heterogeneous
IIoT devices, the networks connecting various IIoT devices
also have different protocols across the entire protocol stack.
For example, near-field communication (NFC), back-scatter
communications, and Bluetooth have often been adopted for
short-range communications, while WiFi, Low Power WAN
and cellular communications (e.g., 4G and 5G) have been
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Diverse IIoT
networks

Heterogeneous
IIoT devices

Massive IIoT
Data

Edge computing

Network
softwarisation

Blockchain

Scalability of IIoT

Solutions

Fig. 7. Scalability of IIoT and solutions.

used to connect IoT devices over a longer distance [121],
[122]. Moreover, a proliferation of massive structured and nonstructured IIoT data also leads to the difficulties in data storage
and analytics.
On the other hand, the heterogeneous IIoT critical infrastructures across different business sectors or government
departments have led to difficulties in information sharing and
reciprocal operations among different IIoT systems, consequently leading to the difficulty in reaching the scalability.
Meanwhile, the insufficient resources of IIoT devices, as well
as heterogeneity of IIoT devices and networks, are also the root
causes of many security and reliability vulnerabilities [123].
Moreover, the massive volume of IIoT data has often been
uploaded to remote clouds, which have nevertheless been
possessed by trustless third parties, consequently leading to
privacy leakage risks. Security, privacy and reliability vulnerabilities of existing IIoT critical infrastructures also increase
the difficulty in achieving the scalability.
The fusion of edge computing, network softwarisation and
blockchain technologies can offer solutions to the scalability
of IIoT, as shown in Fig. 7. First, the recent advances in edge
computing and network softwarisation can potentially address
the scalability challenges of IIoT critical infrastructures. In
particular, the work of [124] presented an edge computingbased attestation systems for IoT devices. An implemented
prototype demonstrated the scalability of the entire system.
Meanwhile, Togou et al. [125] presented a decentralised SDN
to achieve the scalability of large-scale networks in contrast to
the conventional centralised SDN solutions. The existing SDN
solutions have bottlenecks at network controllers, which often
have the limited computing capabilities. To address this issue,
the work [126] proposed an integration of edge and cloud
computing facilities to overcome the computing bottlenecks
of SDN controllers. One of the most important scalability
metrics is the latency. The recent work [127] presented a
study of integrating SDN, NFV and network slicing to achieve
the ultra-low latency in 5G networks. Moreover, both edge
and cloud computing facilities have been deployed to the
core network to improve the computing capabilities, thereby
reducing the delay. Furthermore, the work [128] presented
an optimisation scheme for network slicing recovery and
reconfiguration, thereby improving the system reliability and
scalability.
On the other hand, the introduction of blockchain tech-
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nologies to edge computing and network softwarisation has
become an inevitable trend to further improve the scalability
of IIoT. In particular, Pan et al. [129] proposed a framework
with integration of blockchain and ECNs to enhance IoT. The
smart contracts running on top of blockchain can automate
the regulation of IoT devices, consequently enhancing the
reliability. Moreover, the work [130] presented a blockchainbased framework to improve the scalability with consideration
of heterogeneous IoT devices. To address the transaction
throughput bottleneck of blockchain systems, the authors also
designed a new consensus scheme as well as a space-structured
chain structure. The resource limitation of IoT devices also
leads to the difficulty of the adoption of blockchain to IIoT
scenarios. The work [131] proposed a solution to address this
issue by localising blockchain peers, thereby improving the
scalability.
B. Scalability of blockchain
The scalability of current blockchain technologies6 is still
far from meeting the demand of IIoT. One of the earlier
analyses on the scalability of blockchain was conducted by
Croman et. al. [132], which pointed out the large throughput
gap between Bitcoin (7 transactions/second maximum) and
the mainstream payment processor such as Visa credit card
(2000 transactions/second on average). The authors proposed
a decomposition of the Bitcoin system into 5 abstraction
layers (planes): Network, Consensus, Storage, View, and Side.
In each layer, the authors reviewed different approaches to
improve the scalability. One limitation of this work was that
it heavily focused on cryptocurrencies.
More recently in 2018, Dinh et. al. [133] presented a
more comprehensive overview of different blockchain systems
w.r.t. data processing and performance. The authors described
another decomposition into 4 layers: Application, Consensus, Execution engine, and Data model. They performed
extensive experiments, with their benchmarking framework
BLOCKBENCH, to evaluate the throughput, latency, scalability, fault tolerance, and security metrics on three representative
blockchain systems, namely Ethereum, Parity, and Hyperledger. Their evaluation showed that current blockchains’
performance is “far below what a state-of-the-art database
system can offer”. One limitation of this work, despite its
extensive coverage, paid insufficient attention to IoT applications. One reason can be in 2018, the IoT-oriented blockchains
were less developed compared to general or crypto-currency
blockchains.
Here we summarise in Table III the approaches that
have been proposed in the community for the scalability of
blockchains.
Very recently in 2020, Lao et. al. [146] presented a survey of IoT applications in blockchain systems. The survey
did cover the direct acyclic graph (DAG) based distributed
ledger technology (DLT), along with the fast growing IOTA
6 Strictly speaking, some technologies reviewed here are currently preferred
to be called distributed ledger technology, instead of blockchain. For example,
the network topology of IOTA Tangle is not a chain structure, but a graph
structure.
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TABLE III
S UMMARY OF APPROACHES TO IMPROVING THE SCALABILITY OF
BLOCKCHAINS

Aspects
Structure

Consensus
Database tech.

Works
DAG

Tangle [134], [135]

Federated
blockchains

[133], [136], [137], [138]

Multiple chains

[139], [140], [141], [142], [143]

Stellar [136], Ripple [137], CAPER [138]
Sharding

[144]

Transaction
reordering

[145]

Tangle [134] implementation. However, this survey mainly
focused on architecture, consensus, and traffic modeling, and
thus, the coverage on the scalability is insufficient, and the
authors did not review critically the weaknesses of IOTA
Tangle.
DAG-based DLT has higher throughput and scalability compared to the original chain-structure-based blockchains [147].
It is due to the fact that DAG is unidirectional with no
ring structure, which ensures high efficiency in searching and
communication. A typical DAG implementation is the IOTA
Tangle. IOTA Tangle recently grows fast especially in industries. IOTA, being a public permissionless distributed ledger,
is designed for IoT applications to support high-frequency
micro transactions. Considering those micro transactions are
normally low value transactions, there are no explicit transaction fees in IOTA. When a new transaction arrives, it will
select two previous transactions (called tips) to validate. This
means IOTA, though having higher throughput, follows a
PoW protocol. The tip selection algorithm (TSA), being the
key component in the IOTA consensus, is an active research
topic. IOTA Tangle proposed two TSA algorithms in their
original white paper [134], the random selection algorithm and
the random-walk-based Monte Carlo Markov Chain (MCMC)
selection algorithm. But as recognised by themselves and
follow-up improvements [135], IOTA Tangle is still vulnerable
to the parasite chain attack, which could cause damage to the
immutability and irreversibility of the ledger. In this aspect,
IOTA Tangle still needs critical improvements to meet the
high demands in security and fault tolerance from IIoT critical
infrastructure applications.
As commented by [133], the main-stream consensus protocols based on PBFT [148] are still communication bound,
thus they have hard limits in scalability. Stellar [136] and
Ripple [137] can be called federated blockchain systems. Such
blockchains divide the network into smaller groups called
federates [133] or quorums [136], and each federate maintains
local consensus. Local consensus can be propagated to the
whole network, and the global consensus can be reached under
certain conditions. The parallel executing federates improve
throughput. CAPER [138] further elaborated and proposed 3
global consensus protocols. Interestingly, CAPER adopts the
DAG structure for the distributed ledger.
One step further is to employ multiple chains with relevant
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cross-chain synchronisation protocols to ensure satisfactory
global consensus. Atomic cross-chain swaps by Herlihy [139],
modelled in a directed graph structure, enables the exchange of
assets across multiple (unrelated) blockchains. Delegating the
execution of some transactions from the main blockchain to a
set of sidechains [140], or called parachains in Polkadot [141]
is another well known approach. A recent work [142] on
the multi-chain structure, in the context of industrial Internet,
proposed a node-clustering strategy to reduce cross-chain
interactions and improve throughput. The delayed-replication
algorithm by Hellings and Sadoghi [143] aimed to improve
the efficiency of processing read-only workloads.
The database community recently proposed several solid
works in transitioning database technologies to blockchain systems with notable improvements on scalability. In SIGMOD
2019, Dang et. al. [144] presented a scalable blockchain based
on sharding and achieved a throughput of over 3000 transactions/second. Sharma et. al. [145] successfully employed a
well-known database technique, transaction reordering, and
increased the throughput of successful transactions with a
factor of 12x and decreased the average latency to almost half.
Research works integrating blockchain with wireless networks, IIoT, and cloud/edge computing started emerging very
recently. Sun et. al. [149] presented a blockchain-enabled
wireless IoT model and a search algorithm aiming to find
the optimal deployment of full function nodes under a given
node density and transaction throughput. Liu et. al. [150]
also looked at the wireless IoT systems and proposed a new
blockchain system that considers the heterogeneity, resource
constraints, and dynamics (frequent join/leave due to on-off
switching or mobility reasons) of IoT devices. Their prototype
achieves a peak throughput of 3400+ transactions/second.
Xiong et. al. [151] and Yao et. al. [152] studied resource
management that allows IIoT devices to offload computational
tasks to cloud/fog providers. Xiong et. al. [153] and Wu et.
al. [154] proposed blockchain systems that offloads the miners’
PoW computation tasks to the mobile edge computing (MEC)
network.
From the above review on the scalability, we observe that
the blockchain is developing towards multiple chains, modelled in graph structures, with hierarchical consensus protocols
and more database techniques. We see the synergy between
this trend and the development of edge/cloud computing,
which has been envisioned in our proposed layered architecture for IoT/IIoT with convergence of blockchain and edge
computing in Section IV.
VII. P OTENTIAL C HALLENGES AND O PEN I SSUES
Although blockchain and edge computing technologies have
been used to ensure secure and scalable IoT/IIoT critical
infrastructures, there are still many on-going challenges and
open issues that need to be considered in future research. In
this section, we discuss a set of issues, in terms of architecture,
secure infrastructure, and scalable infrastructure.
A. Architecture of IIoT critical infrastructures
1) Standard application programming interface for application developers: Edge computing is in a position to serve
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diversified applications, and each application has its own
ecosystem that uses the platform that may be ecosystemspecific7 . For example, the platforms and application programming interfaces (APIs) for transportation systems should be
different from those required for government facilities. Each
country has many critical infrastructures covering a range
of sectors, e.g., financial services, energy, health, etc (see
more details in Table I). A robust edge computing framework
solution should be able to provide standard northbound APIs
for application developers from different platforms and flexibly
deploy necessary functionalities, along with the advanced
networking technologies, e.g., SDN and NFV. It should also be
able to accommodate various southbound transmission protocols between IoT/IIoT devices and the cloud. In addition, edge
cloud may belong to different operators. An efficient east-west
data transmission protocol may be needed for communication
between different network operators. The design of these
protocols should be coupled with the stringent requirements
of diversified IoT/IIoT applications and security guarantee
mechanisms (e.g., blockchain) in critical infrastructures.
2) Integrated networking, computing, storage and power
resource allocation: Resource allocation is an important research topic in edge computing, which depends on many factors, including energy consumption, power allocation in energy
renewable networks [155], [156], computing capabilities at the
IoT/IIoT devices, the edge and the cloud, the key components
of emerging network architectures, wireless communications,
to name a few. Many studies only consider one or two of
these factors. For example, most studies consider energycomputing trade-off for computation offloading solutions. It
is challenging to have an integrated networking, computing,
storage and power resource allocation scheme that is useful
for a practical use case. For example, how to incorporate the
in-network caching of ICN, which was designed to reduce
the delay for content retrieval, into the resource allocation
solutions of edge computing, is still an open issue.
3) Decentralised network management: The convergence
of edge computing and blockchain is a decentralised network
in nature. The traditional centralised or hierarchical network
management would not work efficiently. In addition, the surge
in data volume that will come from the massive IoT/IIoT
devices enabled by 5G has made edge computing more
difficult to manage. Furthermore, edge computing has been
coupled with advanced networking technologies, e.g., SDN,
NFV and network slicing, for efficient service deployment
and network control. The complexity of edge computing due
to these factors, coupled with the introduction of blockchain,
has made the network management a hard task. Decentralised
network management is definitely a trend, but how to design
an efficient solution that considers the above factors and can
be interworked/integrated with the management framework
of emerging networking technologies, e.g., management and
orchestration (MANO) in NFV, is still a challenging issue.
4) Network economy: The convergence of edge computing
and blockchain plays an important role in enabling a wide
7 https://www.ericsson.com/491e83/assets/local/reports-papers/ericssontechnology-review/docs/2020/next-generation-cloud-edge-ecosystems.pdf
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range of use cases in critical infrastructures, e.g., industrial
manufacturing and a variety of other sectors. The network
economy models are crucial for the success of the ecosystem
of these sectors. Existing solutions in this area seldom consider
network economy models, and thus they are not sustainable
and practical solutions. How to design a practical solution
for the convergence of edge computing and blockchain, by
considering network economy factors e.g. pricing mechanisms
of real-world applications, is still an open issue. Game theory
is a versatile tool that has been useful to make decisions related
to network economy [25]. However, network environment is
becoming much more dynamic than ever, we must bring in
the tools (e.g., AI) that can capture the features of this everchanging environment to help game theory do a better job.
B. Secure IIoT critical infrastructures
1) Security vulnerabilities of IIoT devices: The resource
limitations of IIoT devices have often been the root causes
of the security vulnerabilities. On the one hand, the limited
computational capability and battery capacity lead to the
difficulty of deploying computationally-complicated encryption algorithms at IIoT devices. Meanwhile, the failure of
upgrading or patching IoT firmware also results in the IIoT
devices being vulnerable to malicious attacks [157]. It is
reported in [158] that blockchain-enabled smart contracts can
automate the IoT firmware upgrading procedure through the
contract clauses (i.e., instructions) built-in IoT devices since
the date of production. Moreover, the recent work [159] also
presented a blockchain-based solution via monitoring software
status of IoT devices. Blockchain can store snapshots of IoT
software status to monitor and detect any malicious activities
(e.g., a backdoor firmware upgrading).
2) Security vulnerabilities of blockchain: Although
blockchain has the advantages in security enhancement of
the IoT ecosystem, the intrinsic security vulnerabilities of
blockchain systems also prevent blockchain from being
widely adopted in IIoT critical infrastructures. For example,
it is reported in [160] that the failure of properly-configuring
gas costs of Ethereum Virtual Machine (EVM) may lead to
Ethereum suffering from DoS attacks. Moreover, blockchainbased domain name system (BDNS) can be abused by
cyberattackers to conduct intrusion attacks [161] due to the
anonymity of BDNS. The recent progress in big data analytics
on blockchain data brings the opportunities to remedy the
security vulnerabilities of blockchain. For example, the recent
work [162] presented a framework to collect blockchain data
and detect various attacks occurring on blockchain.
3) Integration of AI to secure IIoT critical infrastructures:
Massive data has been generated from the entire IIoT critical
infrastructures from the communication layer to the computing
layer. Big data analytics (BDA) on IIoT critical infrastructures can classify abnormal behaviours, detect and recognise
intrusions as well as malicious attacks [163]. Meanwhile,
BDA on the operational data of IIoT critical infrastructures
can also help to identify the performance bottlenecks and
make proactive actions (like tuning performance metrics).
Moreover, BDA on blockchain can be beneficial to pinpoint
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vulnerabilities of blockchain as analysed above. However, the
heterogeneity and diversity of IIoT critical infrastructure data
also pose the challenges in data analytics [164]. The recent
advances in AI have brought opportunities to address the above
issues.
First, the integration of AI with cloud computing can
process massive IoT data and extract valuable information.
Second, AI can empower ECNs and IoT devices with intelligence [165], [166]. Due to the resource limitation, IoT
devices may possess the limited intelligence. The intelligence
bestowed to ECNs by AI that is named as edge intelligence
can serve an important complement to IoT devices [167].
For example, the work [168] proposed an amalgamation of
blockchain with edge computing, in which a deep reinforcement learning (DRL) [169] was proposed to achieve the
dynamic resource scheduling. Meanwhile, authors in [170]
adopted a DRL method to allocate both computing resources
and blockchain operations in an adaptive manner. Moreover,
the work [171] presented a DRL method to optimize network
slicing in 5G networks. Furthermore, deep learning approaches
can help to identify these malicious attacks through analysing
the activity reports and suggest relevant countermeasures.
For example, the work [172] showed that deep learning can
analyse the network traffic to identify the attacks.
4) Data privacy preservation: In addition to cloud servers,
both IIoT devices and ECNs are vulnerable to privacy leakage
risks. On the one hand, it is shown in a recent work [173] that
user privacy during the spectrum auction can be breached. On
the other hand, the privacy leakage risks exist when raw data
collected from IIoT devices is sent to untrustworthy ECNs,
which can be hijacked or misused by attackers. Consequently,
data stored at ECNS can be stolen or misused.
Recent advances in differential privacy [174], homomorphic
encryption [175] and federated learning [176], [177] bring
the opportunities in offering privacy protection in IIoT critical
infrastructures [178]. In particular, the work [174] presented a
joint framework of blockchain, differential privacy and federated learning to protect data privacy in IIoT. Feng et al. [175]
presented a privacy preservation method based on tucker
decomposition on top of blockchain for IIoT. The authors
in [176] proposed using federated learning to train machine
learning models locally, which can be finally aggregated into
a global model while the data privacy can be preserved.
Besides federated learning and cryptographic algorithms,
the advent of recent machine learning and deep learning
technologies can also potentially address the privacy concern.
For example, Alkadi et al. [179] presented a blockchainbased framework with deep learning approaches to identify the
intrusion attacks while preserving data privacy. Moreover, the
work [180] introduced a privacy-aware deep learning method,
which allows the collaboration of multiple nodes to train deep
neural networks while preserving data privacy.
C. Scalable critical infrastructures
1) Scalability of IIoT: The scalability of IIoT is influenced
by the heterogeneity of IIoT devices and the diversity of
IIoT networks. Recent studies have demonstrated the effectiveness of the integration of SDN, NFV, network slicing and
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edge/cloud computing facilities to enhance the scalability of
IIoT ecosystem. In addition, the introduction of blockchain to
IIoT critical infrastructures can improve the interoperability
(i.e., reciprocal operations) among different IIoT systems.
Moreover, the massive data generated in IIoT can be used to
identify the performance bottlenecks or abnormal activities so
as to improve the scalability of IIoT [181]. In the future, the
fusion of AI with the above technologies can further improve
the scalability and elasticity of IIoT ecosystems.
2) Scalability of blockchain: The scalability of blockchain
in itself is a big open problem, which prevents the adoption of
this technology in many real-world application domains. There
is still no tangible scalable solution for IoT applications. IOTA
Tangle, being the largest and most successful one, is still far
from satisfactory, with several critical vulnerabilities, including being not deterministic, relying on a central coordinator
to avoid security attacks, and being susceptible to the parasite
chain attack. The direction in coupling multiple chains, in
graph structures, with hierarchical consensus protocols seems
promising, but obviously calls for large amount of research
efforts.
3) Coordination across disciplines: The momentum and
interest shown in scalability from different communities (e.g.,
database, network, and high performance computing), while
contributing good knowledge and insights in this important
issue, expose the fragmented and un-coordinated nature of
these efforts from different angles. The layered architecture
with the convergence of blockchain, IIoT, and edge/cloud
computing is a strong push towards coordinated research
efforts, by linking the strengths from different communities,
for scalable and secure solutions. This convergence opens up
many research opportunities. A good coordination between
the blockchain layer and cloud/edge computing and/or IIoT
devices in the architecture (as shown in Fig. 4) has the
potential of lifting the scalability of blockchain, and in general
the critical infrastructure applications to a new level.
VIII. C ONCLUSION
Critical infrastructures, also known as national critical infrastructures in the United Kingdom, are becoming vulnerable
to cyberattacks due to wide adoption of Internet-connected
IoT/IIoT devices in industry 4.0. Security and scalability are
therefore becoming burning concerns for this “modern” critical
infrastructures. In this paper, we introduced a layered architecture for IoT/IIoT critical infrastructures with the convergence
of blockchain and edge computing. The state-of-the-art of
security and privacy solutions, and scalability solutions, for
IoT/IIoT infrastructures were reviewed and discussed. Despite
numerous efforts have done, there are still many on-going
challenges and open issues that need to be considered to ensure
the success of critical infrastructures in era of industry 4.0.
We then provided a range of potential research challenges and
open issues at the end of this paper to guide the future research
in this area.
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