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Abstract—This article studies the PBFT-based sharded permissioned blockchain, which executes in either a local datacenter or a
rented cloud platform. In such permissioned blockchain, the transaction (TX) assignment strategy could be malicious such that the
network shards may possibly receive imbalanced transactions or even bursty-TX injection attacks. An imbalanced transaction
assignment brings serious threats to the stability of the sharded blockchain. A stable sharded blockchain can ensure that each shard
processes the arrived transactions timely. Since the system stability is closely related to the blockchain throughput, how to maintain a
stable sharded blockchain becomes a challenge. To depict the transaction processing in each network shard, we adopt the Lyapunov
Optimization framework. Exploiting drift-plus-penalty (DPP) technique, we then propose an adaptive resource-allocation algorithm,
which can yield the near-optimal solution for each network shard while the shard queues can also be stably maintained. We also
rigorously analyze the theoretical boundaries of both the system objective and the queue length of shards. The numerical results show
that the proposed algorithm can achieve a better balance between resource consumption and queue stability than other baselines. We
particularly evaluate two representative cases of bursty-TX injection attacks, i.e., the continued attacks against all network shards and
the drastic attacks against a single network shard. The evaluation results show that the DPP-based algorithm can well alleviate the
imbalanced TX assignment, and simultaneously maintain high throughput while consuming fewer resources than other baselines.
Index Terms—System stability, sharded blockchain, queueing theory, imbalanced transaction assignment
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INTRODUCTION

LOCKCHAIN technologies have gained enormous attention
in the past few years, leading to the blooming of countless
decentralized applications (DApps), such as digital currencies
[1], blockchain games [2], vehicles [3], internet of things [4],
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and medical treatment solutions [5], etc. Nevertheless, the
scalability is still a barrier preventing the blockchain technology from widely being adopted. Taking Bitcoin as an example, the mining time of a block is around ten minutes, thus the
Bitcoin network is only able to handle a very limited number
of Transactions Per Second (TPS). Meanwhile, the constant
block size also restricts the scalability of the blockchain. Therefore, it is hard for a blockchain network to achieve the similar
throughput of the mainstream payment network like Visa
(more than 5000 TPS) or Paypal (about 200 TPS).
Sharding [6], designed originally as a principle of classical
database, is now being considered as a promising solution to
improving the scalability of blockchains [7]. The key idea of
sharding-based technique is to make a distribution over the
blockchain nodes. Through sharding, the workload of transaction processing overhead can be amortized by different
blockchain shards. The blockchain sharding network is analogous to a highway with multiple toll stations, each of which
only needs to handle a subset of all blockchain transactions.
This parallel manner effectively alleviates the congestion
occurred in traditional blockchain networks. Two obvious
benefits of sharding technique are reviewed as follows. First,
sharding technique can ensure that transactions can be processed with much shorter congestion latency. Second, the
improved transaction throughput will encourage more users
and applications to engage in blockchain ecosystems. This
change will make blockchain consensus more profitable and
increase the security of the blockchain network.
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Motivation. In the sharded blockchain, the blockchain
nodes are divided into a number of smaller committees [8],
each is also called a network shard. In each committee, local
consensus can be achieved with a set of designated transactions using a specified consensus protocol such as Practical
Byzantine Fault Tolerance protocol (PBFT) [9]. Thus, the
sharded blockchain can improve the blockchain TPS by
exploiting the concurrent transaction processing in parallel
shards. Several representative examples of sharded blockchain protocols include Elastico [8], Omniledger [10],
RapaidChain [11], and Monoxide [12].
In this paper, we consider the Unspent Transaction Output (UTXO)-based transaction model. In the hash-based
sharded blockchains [8], [10], [11], imbalanced transaction
assignments in some committees can be induced either by
the abnormal transaction execution [13] or by a low-quality
even a malicious transaction assignment strategy [14].
Referring to Elastico [8], committees work on different disjoint sets of transactions assigned according to the committee ID. However, if a malicious transaction assignment
strategy [14] aims to create a blockchain shard with lowspeed transaction processing, the TPS of the entire blockchain can be degraded drastically. For example, reference
[14] mentioned that a malicious transaction assignment
may strategically put a large number of transactions to a single shard. Such a single-shard flooding attack [14] can be realized through manipulating the hash value of transactions.
Specifically, the last s bits of a transaction’s hash specify
which committee ID that the transaction should be assigned
to. However, the attacker with enough UTXO addresses can
create a huge number of malicious transactions towards the
target shard. Let D be the ID of the target shard and A be
the set of attacker’s UTXO addresses. Hash function HðÞ
adopts SHA-256, and O is the set of attacker’s available
addresses that can be generated arbitrarily by public-private
key pair. Then, Eq. (1) in [14] shows how to generate malicious transactions in a sharding blockchain consisting of 2s
shards: for TX:in 2 A


while HðHðTXÞÞ& 0256s k1s 6¼ D do TX:out
@

@

O;

(1)

denotes choosing a single element from the given
where
set O. In order to know the impact of such malicious transaction assignment. We implement the malicious TX-generation code given as Eq. (1) in Python and run the code using
12 operating-system threads on an AMD Ryzen 9 3900X 12core processor. When the number of shards is 16, the TXgeneration code can generate 8038886 TXs per second,
among which 502011 TXs can be assigned to the target
shard. Then, we conduct a group of simulations using 8 million Bitcoin TXs by injecting them into the TX-sharding system at the best fixed rates. Fig. 1a demonstrates the timevarying queue size of the target shard under attacking in a
16-shard blockchain system. We evaluate the performance
of queue size while varying the the ratio of malicious TXs
from 0 to 0.5. The TX rate is fixed to 4000 TPS, which is the
best throughput of the 16-shard blockchain system. We
observe that the queue size of the shard under attacking
increases until all malicious TXs are injected. The results
show that a larger ratio of malicious TXs implies a faster
increase pace of the shard’s queue size. Then, Fig. 1b
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Fig. 1. The motivation examples: the impact of single-shard flooding
attacks [14] (also called bursty-TX injection attacks in this paper).

illustrates the target shard’s queue size versus different
numbers of shards when the ratio of malicious TXs is fixed
to 20%. The results show that a larger number of shards are
more vulnerable in single-shard flooding attacks. In this
paper, we call such single-shard flooding attack the burstyTX injection attack.
In summary, the bursty-TX injection can bring a largesize queue to a target blockchain shard, and thus cause a
large congestion in that shard. Therefore, a critical issue is
to maintain each shard in a stable status such that the imbalance of transaction’s assignment can be quickly mitigated to
guarantee low transaction confirmation latency in the
shards suffering from the bursty-TX injection attack.
Challenges. We assume that the permissioned sharded
blockchain executes in a cloud platform, which is either
implemented in the local datacenter or rented from a popular cloud provider such as Alibaba cloud or Amazon cloud.
In the context of such permissioned blockchain, the malicious
transaction assignment strategy [14] may inject a large number of bursty transactions to some target shards. Furthermore, the resource budgets in a permissioned blockchain
are much more limited than that in a permissionless blockchain. This is because the resources of a permissionless
blockchain (e.g., Bitcoin blockchain) are provided by a wide
range of miners all over the world. In contrast, the resources
in a cloud-based permissioned blockchain are provided by
the local datacenter or by the commercial cloud platform
provider. Thus, a challenge is how to maintain shards stable
in a resource-limited permissioned blockchain while taking
the threat of the bursty-TX injection attack into account.
On the other hand, although the existing state-of-the-art
blockchain sharding studies [8], [10], [11], [12] have proposed a number of transaction-processing solutions in the
context of sharding-based blockchains, we still have not yet
found any available solutions to solving the stability issue
aforementioned. Therefore, a new strategy that can handle
the imbalanced transaction assignments occurred in the
shards of a permissioned blockchain is in an urgent need.
To this end, we formulate the congestion of the permissioned sharded blockchain as the stability issue in a multiqueue system. In this system, some shards may congest if
they are assigned a large number of transactions either by
the abnormal transaction execution [13] or by the malicious
transaction assignment strategy [14]. To alleviate the congestion occurred in some shards, we adopt the Lyapunov
Optimization framework [15] to address the stability issue.
Our idea emphasizes on how to efficiently allocate blockchain-network resources according to the observed status of
each shard’s Memory Pool (shorten as mempool), so as to
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minimize the operation cost while simultaneously keeping
the sharded blockchain stable.
Contributions. The contributions are stated as follows.


In the PBFT-based permissioned blockchain, we
study how to allocate budget-limited network
resources to blockchain shards in an elastic manner,
such that the transaction processing can be maintained stable in those blockchain shards, under the
condition of imbalanced transaction assignments or
even under the bursty-TX injection attacks. We formulate this problem using the Lyapunov Optimization framework. We then devise a drift-plus-penalty
(DPP)-based algorithm striving for the near-optimal
resource-allocation solution.
 We rigorously analyze the theoretical boundaries of
both the system objective and the shard’s queue
length, while utilizing the proposed DPP algorithm.
 Finally, the numerical simulation results show that
the proposed DPP algorithm can maintain a fine-balanced tradeoff between resource consumption and
queue stability. In particular, the DPP-based algorithm can also well handle the bursty-TX injection
attack in two representative scenarios.
The rest of this paper is organized as follows. Section 2
reviews the state-of-the-art studies. Section 3 describes the
system model and problem formulation. Then, Section 4
depicts the proposed algorithm by exploiting the Lyapunov
Optimization framework. Section 5 shows the evaluation
results. Finally, Section 6 concludes this paper.

2

RELATED WORK

Transaction Processing. Several studies investigate the transaction processing of blockchains using queueing theory. The
representative studies are reviewed as follows. In [16], the
authors focus on how to develop queueing theory of blockchain systems. They devised a Markovian batch-service
queueing system with two different service stages, i.e., the
mining process in the miners pool and the creation of a new
block. Besides, they adopted the matrix-geometric solution
to obtain stable condition of the system. Then, Ricci et al. [17]
introduced a simple queueing-theory model to show the
delay experienced by Bitcoin transactions. The proposed
model associates the delay of transactions with both transaction fee and transaction value. Their result indicates that
users typically experience a delay slightly larger than the
residual lifetime of the total duration between block generations. Memon et al. [18] implemented the simulation of mining process in Blockchain-based systems using queuing
theory. Kawase et al. [19] considered a queueing model with
batch service and general input to understand the stochastic
behavior of the transaction-confirmation process. In [20], the
authors applied Jackson network model on the whole Bitcoin
network where individual nodes operate as priority M/G/1
queueing systems. The usefulness of this model is demonstrated by efficiently computing the forking probability in
Bitcoin blockchain. Although these previous works reviewed
above adopted the traditional queueing theory to depict
transaction’s processing, they cannot offer available solutions to handling the stability problem for network shards

when the bursty-TX injection attack occurs. In contrast, the
approach we propose in this paper utilizes the Lyapunov
optimization framework to resist the bursty-TX injection
attack for the permissioned sharded blockchain.
Sharding Protocols. Sharding is first proposed by [21] to
distribute data at global scale and support externally-consistent distributed transactions of distributed databases and the
cloud infrastructure. This technology allows the network to
partition into different parts. Motivated by this distributed
design, several studies have discussed the intra-consensus
protocols of blockchains under the sharding mechanism. For
example, Luu et al. [8] first integrated sharding with the
blockchain to achieve a scale-out system called Elastico, in
which the capacity and throughput can be linearly proportional to the number of shards while maintaining decentralization and security. Elastico is viewed as the first candidate
for a secure sharding protocol for permissionless blockchains, thereby scaling up the agreement throughput near
linearly with the computational power of the network. It can
also tolerate byzantine adversaries, by controlling up to oneforth computation capacity, in the partially synchronous network. Then, Kokoris et al. [10] presented a sharding protocol
named OmniLedger, which ensures security and correctness
by using a bias-resistant public-randomness protocol for
choosing large and statistically representative shards to process transactions, and by introducing an efficient cross-shard
commit protocol that atomically handles transactions affecting multiple shards. Zamani et al. [11] proposed RapidChain,
the first sharding-based public blockchain protocol that is
resilient to Byzantine faults from up to 1/3 of its participants,
and achieves a complete sharding of the communication,
computation, and storage overhead when processing transactions without assuming any trusted setup. Wang et al. [12]
proposed Monoxide to maintain the simplicity of the blockchain system and enhance the capacity by duplicating equal
and asynchronous zones, which work independently with
minimal coordination. In [22], the authors presented the
design of Chainspace which offers high scalability through
sharding across blockchain nodes using a novel distributed
atomic commit protocol named S-BAC, while offering high
auditability. The most similar work to this paper is the sharding protocol proposed by Dang et al. [23]. In this work, aiming to realize high transaction throughput at scale, the
authors proposed an efficient shard formation protocol, a
trusted hardware-based performance-improving solution,
as well as a general distributed transaction protocol. Comparing with [23], our study in this paper also strives for
improving the sharding protocol for the PBFT-based permissioned blockchain. The difference is that the goal of [23] is to
achieve high transaction throughput by proposing a shard
formation protocol, while our work in this paper is towards
stable transaction processing through efficiently allocating
network resources to blockchain shards.
Resource Allocation. Several previous studies paid attention to the resource allocation of blockchain networks. For
example, Jiao et al. [24] considered deploying edge computing services to support the mobile blockchain. The authors
proposed an auction-based resource-allocation mechanism
for the edge-computing service provider. Luong et al. [25]
developed an optimal auction by exploiting the deep learning technique for the edge-resource allocation in the context
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iii) collation blocks are aggregated to perform the final
PBFT towards the formation of a new block on the main
chain. Referring to the classic blockchain sharding protocol
[8], the computing power is mainly used to perform the
PoW-based committee formation, while the network bandwidth is exploited to run the PBFT consensus protocol for
generating new blocks.

Fig. 2. A PBFT-based sharded permissioned blockchain, in which transactions are assigned to different committees (network shards) according
to their hash values.

of mobile blockchain networks. Fang et al. [26] proposed a
queue-based analytical model to solve the resources allocation problem in PoW-based blockchain networks. These
previous works focus on the resource allocation for traditional blockchain networks. In contrast, the resource-allocation model we propose in this paper aims at the PBFTbased permissioned sharded blockchain by exploiting the
queuing-based theory. More importantly, the proposed
resource-allocation mechanism can particularly maintain
the stability for each network shard.

3

SYSTEM MODEL AND PROBLEM FORMULATION

3.1 Sharding-Based Permissioned Blockchain
Suppose that an enterprise needs to build a permissioned
blockchain using the sharding technique. All blockchain
nodes are executing in a local cloud platform. Those blockchain nodes are managed using sharding protocol, in which
the local consensus is achieved by exploiting PBFT protocol.
Thus, the natural goals of operating such a permissioned
blockchain include: to keep the blockchain stable while
processing transactions, and to consume the minimum
resources while maintaining the local cloud platform. The
cloud resources mainly include the computer power measured in the number of CPU cores, the network bandwidth,
as well as the storage space provided by the cloud-platform
virtual machines.
As shown in Fig. 2, the transaction-sharding protocol
mainly includes the following stages: i) the blockchain network is divided into different committees (or called network shards); ii) each committee then independently
processes different sets of assigned transactions in parallel
to achieve a high throughput of transaction processing; and

3.2 Blockchain Shards
In a sharding-based blockchain network, several groups of
transactions are allocated to different network shards for
processing. The blocks generated in each shard chain are
called collation blocks, which are verified by all miners ( also
called collators) in this shard. The collators of each shard are
selected by the block validator in the entire blockchain network through validator manager contract (VMC) [27],
which is the core of a sharding mechanism.
Each shard holds a memory, i.e., the local mempool in
each shard, where the arrived transactions are stored tentatively and waiting to be processed by the committee. When
a new transaction is assigned to a network shard, it will be
validated by the committee node that the transaction first
arrives at. After validation, this transaction will be stored in
the mempool and then be broadcast to other committee
nodes; otherwise, the transaction will be rejected. At the
beginning of each epoch, the miners in a network shard will
select a set of transactions from the local mempool to generate a collation block. When a miner wins the mining in each
epoch, it will broadcast the new collation block to its committee peers, which then validate the new block. Afterwards, the new block will be added to the shard’s collation
chain and all the transactions contained in this collation
block will be removed from the local mempool of this shard.
3.3 Arrived Transactions in Each Network Shard
Under the same UTXO-based transaction model presented
in [8], [10], [11], we consider that committees (network
shards) work on disjoint sets of transactions. In each network shard, since the propagation time for spreading new
transactions is much shorter than the time spending on
achieving consensus towards the collation block, the propagation time of new transactions is negligible in our system
model. Thus, new transactions are viewed as that they
arrive at all committee nodes within a network shard simultaneously. After transaction’s propagation, all committee
nodes in this shard share the same set of transactions. That
is, they hold the identical view of the local mempool. Therefore, the mempool can be viewed as a single-server queue
which stores the assigned transactions waiting to be processed by the multiple nodes in the shard. In this queueing
model, transactions arrive randomly following a Poisson
distribution. When being packed to a collation block, the
transactions contained in the block will be removed from
the mempool. We call this removing action the transaction’s
dequeueing. In each epoch, all committee members generate a new collation block when they reach an agreement
based on the PBFT consensus protocol. Every shard’s queue
represents the condition of the local mempool. Based on the
queueing model aforementioned, a blockchain sharding
network can be viewed as a multi-queue system shown in
Fig. 3.
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TABLE 1
Symbols and Notations
I
T
K
pi ðtÞ
pki ðtÞ
k
Pmax
wk
QðtÞ
Qi ðtÞ
Ai ðtÞ
Bi ðtÞ
R
V
a
LðQðtÞÞ
DðQðtÞÞ
Fig. 3. Multi-queue model and the bursty-TX injection attack in the
sharded blockchain.

3.4 Threat Model of Bursty-TX Injection Attack
Blockchain is typically implemented using conventional
hardware, software and networks. Even a theoretically
secure blockchain sharding protocol can be vulnerable to
various attacks. Similar to the single-shard flooding attack
presented in [14], we consider that the hash-based transaction assignment strategy could be malicious. In most hashbased sharded blockchains [8], [10], [11], the several ending
bits of a transaction decide which network shard to place.
Through manipulating the transaction’s hash, the malicious
transaction assignment strategy can inject a large-volume
bursty transactions in a target shard at a specified epoch.
The large amount of transactions injected to a target shard
can cause the effect of denial-of-service (DoS) attack [28] in
the target. When such an attack occurs, the transactions submitted by blockchain users may congest in the shard’s mempool. Thus, the service quality of the blockchain system
degrades drastically, because the user’s transactions suffer
from large confirmation latency in the shard under attack.
Especially in the context of transaction-sharding protocol
like Elastico [8], the target shard suffered from such burstyTX injection attack can delay the generation of the local collation block, and then postpone the creation of the final
block in the main chain.
3.5 Problem Formulation
We consider that the permissioned sharded blockchain
studied in this paper runs in a time-slotted environment.
All timeslots are indexed by t 2 f0; 1; 2; 3; . . .g, and the
length of a timeslot is longer than the time of forming a collation block. We summarize important symbols and notations in Table 1. Let I ¼ f1; 2; 3; . . . ; N g be the set of
mempool queues, thus each queue is indexed by i 2 I.
Then, K denotes the number of all types of aforementioned
resources that can be allocated to the permissioned sharded
blockchain.
We then use a vector pi ðtÞ , ½p1i ðtÞ; p2i ðtÞ; p3i ðtÞ; . . . , pK
i ðtÞ
to represent the total resources that can be allocated to shard
i 2 I at timeslot t. Note that, pki ðtÞ, k 2 ½K, denotes the

ZðtÞ
zk ðtÞ
QðtÞ

the set of queues, jIjð¼ NÞ represents the size of I
the set of all timeslots, t 2 T
the # of all types of resources, k 2 f1; 2; 3; . . . ; K g
the vector of resources allocated for shard i 2 I at t
the kth resource allocated to shard i 2 I at timeslot t
the budget of the kth resource
the weight of the kth resource
vector of actual queues, QðtÞ ¼
½Q1 ðtÞ; Q2 ðtÞ; . . . ; QN ðtÞ
the queue length of shard i 2 I at timeslot t
the arrival transactions of queue i 2 I at timeslot t
the dequeued transactions of queue i 2 I at timeslot
t
the reward to measure each unit of dequeued data
the parameter measuring the weight of penalty
the parameter reverse to the consensus difficulty
the Lyapunov function of QðtÞ
the Lyapunov drift, DðQðtÞÞ ¼ LðQðt þ 1ÞÞ 
LðQðtÞÞ
vector of virtual queues, ZðtÞ ¼
½Z1 ðtÞ; Z2 ðtÞ; . . . ; ZK ðtÞ
the increment arrived in virtual queue k at timeslot
t
the concatenated vector QðtÞ ¼ ½QðtÞ; ZðtÞ

amount of the kth resource invested on the shard i 2 I to
generate a collation block in timeslot t 2 T . Each type of the
k
. In
kth resource has a maximum budget denoted by Pmax
order to represent the significance of each type of resources,
we devise a weight vector w , ½w1 ; w2 ; w3 ; . . . ; wK , where wk
indicates the weight of the kth resource.
In every timeslot t 2 T , we assume that Bi ðtÞ is the
amount of transactions (TXs) processed by shard i 2 I. The
value of Bi ðtÞ is closely associated with the allocated
resource pi ðtÞ. Referring to [26], the data amount processed
by shard i 2 I at timeslot t is calculated as follows:
Bi ðtÞ ¼

K 
X
k¼1

a
wk pki ðtÞ ; 8i 2 I; t 2 T;

(2)

where a 2 ½0; 1 is a normalized parameter associated with the
consensus speed of the PBFT protocol. In reality, a could be
the normalized degree of network connectivity in a peer-topeer blockchain network. The larger a is, the easier a collation
block is generated with the given same amount of resources.
At the beginning of a timeslot, a set of TXs will be
assigned to each network shard. The TXs arrived in shard
i 2 I at timeslot t 2 T are denoted by Ai ðtÞ. Afterwards, the
committee nodes in the shard will choose a subset of TXs
from the local mempool to participate in the consensus process. The verified transactions will be packed into a new collation block. Then, we use Qi ðtÞ to represent the queue
length of shard i in the beginning of timeslot t. Thus, the
queue-length evolution can be expressed as
Qi ðt þ 1Þ ¼ maxfQi ðtÞ  Bi ðtÞ þ Ai ðtÞ; 0g; 8i 2 I; t 2 T:

(3)

On the other hand, to represent the investment cost on
the consensus of the sharded permissioned blockchain, we
define ci ðtÞ as the numerical resource consumption by the
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network shard i 2 I in timeslot t 2 T
ci ðtÞ ¼

K
X
k¼1

allocation problem for the sharded permissioned blockchain
network

pki ðtÞ; 8i 2 I; t 2 T:

(4)

Objectives of Blockchain-Network Operator. From the viewpoint of the operator of a permissioned sharded blockchain,
the objectives are twofold: (i) to pursue a high speed of TX
processing, and (ii) to lower the operating cost in terms of
resource consumption during the TX processing. Those two
objectives seem conflict with each other. The operator has to
maximize the payoff of transaction processing while using a
limited amount of resources. To integrate those two conflict
goals together, we devise a penalty function penðtÞ, which is
calculated by the total resource consumption defined in
Eq. (4) minus the TX-processing payoff. To measure the
payoff while processing a unit of data dequeued from Bi ðtÞ,
we also define a constant R as the TX-processing reward
parameter. Here, we clarify the simplification to measure
each transaction equally as the reward parameter R when
calculating the payoff of dequeued transactions. This is
because the unique value of each transaction is blind to the
proposed resource-allocation method. Only the number of
transactions in each shard can be observed by the proposed
method taking the transaction’s privacy into account in the
context of permissioned blockchain. Therefore, our system
model treats every transaction equally and calculates the
payoff of transaction’s processing using the constant reward
parameter R. In practice, R can be configured according to
the empirical preference of the blockchain network operator, when he/she defines the relative weights of two penalty
terms ci ðtÞ and Bi ðtÞ. Then, the penalty function can be written as follows:
penðtÞ ¼

N
X

½ci ðtÞ  Bi ðtÞ  R

N X
K
X
i¼1 k¼1

pki ðtÞ  R 

N X
K 
X
i¼1 k¼1

a
wk pki ðtÞ ; 8t 2 T:

(5Þ

Recall that a sharded permissioned blockchain network
can be viewed as a multi-queue system as shown in Fig. 3.
Besides the objective to minimize the penalty defined in
Eq. (5), the network operator also intends to guarantee that
each shard queue is in a stable condition during a long
period, even under the large-volume bursty-TX injection
attack. Using the notion of queue stability defined in [15], the
multi-queue system is strongly stable if it satisfies
1 1

t!1 t N
lim

t1 X
N
X

min pen
s:t:

N
X
i¼1

k
pki ðtÞ  Pmax
; 8k 2 ½K; t 2 T:

Queue stability depicted by Ineq. (6):
Var : pi ðtÞ; 8i 2 I; t 2 T:

(7Þ

In next section, we design an adaptive resource allocation
algorithm that can find a near-optimal solution to problem (7).

4

DYNAMIC RESOURCE-ALLOCATION ALGORITHM

To address the proposed resource-allocation problem (7) in
the context of maintaining the stability of the multi-queue
sharded permissioned blockchain, we design a dynamic
resource-allocation algorithm using the stochastic Lyapunov optimization technique [15]. In practice, the proposed
algorithm can execute in the same manner of the sharding
protocol.

4.1 Algorithm Design
Since the PBFT-based sharded blockchain is viewed as a
queueing system with N > 0 queues, we define QðtÞ ¼
½Q1 ðtÞ; Q2 ðtÞ; . . . ; QN ðtÞ as the vector of queue backlogs of
all network shards. To quantitatively measure the size of the
vector QðtÞ, a quadratic Lyapunov function LðQðtÞÞ is defined
as follows:
LðQðtÞÞ ,

N
1X
Qi ðtÞ2 ; 8t 2 T:
2 i¼1

(8)

We then define a one-timeslot conditional Lyapunov drift
DðQðtÞÞ as follows:

i¼1

¼
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DðQðtÞÞ , LðQðt þ 1ÞÞ  LðQðtÞÞ; 8t 2 T:

This drift is in fact the change in the Lyapunov function
(8) over one timeslot. Suppose that the current queue state
in timeslot t is QðtÞ, we have the following lemma.

Lemma 1 (Lyapunov Drift). Given the quadratic Lyapunov
function (8), and assuming LðQð0ÞÞ < 1, for arbitrary nonnegative constants B > 0 and  > 0, the following drift condition holds:
t1 X
N
1 X
EfQi ðtÞg < B=:

t!1 t
t¼0 i¼1

lim

EfQi ðtÞg < 1:

(6)

(9)

(10)

t¼0 i¼1

The basic idea to prove the Eq. (6) is that in a multi-queue
system, the assigned TXs in each queue will not be accumulated to infinity in the long run. Therefore, to keep the
multi-queue system stable, each shard needs to process the
TXs arrived in the queue with sufficient allocated resources.
In this way, every TX assigned to this network shard can be
processed in time. With the objective function and the constraints described above, we propose the following resource

Lemma 1 tells that if the drift condition Eq. (10) holds
with  > 0, then all queues are strongly stable with the
queue backlog bounded by B=. The proof of lemma 1 follows the same routine shown in [15], we omit the proof
detail because of the space limitation.
Next, we need to handle the first constraint of problem
(7) to ensure that the total consumption of the kth resource
k
. To solve this issue,
should be restricted by the budget Pmax
we transform the inequality constraints into a queue
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stability problem. By defining virtual queues Zk ðtÞ for all
k 2 ½K, the update equation of Zk ðtÞ is written as
(11)
Zk ðt þ 1Þ ¼ maxfZk ðtÞ þ zk ðtÞ; 0g; 8k 2 ½K; t 2 T;
PN k
k
where zk ðtÞ ¼ i¼1 pi ðtÞ  Pmax ; 8k 2 ½K; t 2 T . The initial
length of the virtual queue Zk ð0Þ; 8k 2 ½K is 0.
Insight. Eq. (11) indicates that Zk ðt þ 1Þ  Zk ðtÞ  zk ðtÞ. By
summing the inequality above over timeslots t ¼ 0; 1; . . . ; T 
k ð0Þ

1, and dividing both sides by T , we have Zk ðT ÞZ
T
PT 1
1
z
ðtÞ.
With
Z
ð0Þ
¼
0,
take
expectation
on
both
sides
k
t¼0 k
T
and let T ! 1, the result is limsupT !1 EfZTk ðT Þg  limsupT !1
zk ðtÞ, where zk ðtÞ is the time-average expectation of zk ðtÞ. If
virtual queue Zk ðtÞ is mean-rate stable, we get limsupT !1
zk ðtÞ  0, which implies that the constraint of resource restriction in problem (7) is satisfied.
With the objective to maintain both the actual and virtual
queues, we combine both of them to devise a concatenated
vector QðtÞ ¼ ½QðtÞ; ZðtÞ, which can be updated using both
Eqs. (3) and (11). Then, the Lyapunov function of QðtÞ is
defined as
LðQðtÞÞ ,

N
1X

2

Qi ðtÞ2 þ

i¼1

K
1X

2 k¼1

Zk ðtÞ2 ; t 2 T:

(12)

If we successfully make LðQðtÞÞ maintain a small value
for each timeslot t, both the actual queues QðtÞ and virtual
queues ZðtÞ can be “squeezed” to a small space of queue
backlogs. In the following, we present how to achieve such
the goal using the technique of Lyapunov drift [15].

Lemma 2 (Optimality Over Resource Allocation). Let
p ¼ p1 ; p2 ; p3 ; . . . ; pN be the optimal resource allocation
solution to problem (7). Suppose the sharded blockchain system
satisfies the boundedness assumptions[15] and the law of large
numbers. If the problem is feasible, then for any d > 0, there
exists a stationary randomized policy that makes the resource
allocation depend only on the state of multi-queue system, such
that penðtÞ < pen ðtÞ þ d and Ai ðtÞ < Bi ðtÞ, where
pen ðtÞ ,

N 
X

ci ðtÞ  Bi ðtÞ  R ; 8t 2 T:

(13)

i¼1

The proof of Lemma 2 is given in [15]. The next step is to
minimize a concatenated vector DðQðtÞÞ, which is defined
as the Lyapunov drift of QðtÞ, and DðQðtÞÞ ¼ LðQðt þ 1ÞÞ 
LðQðtÞÞ. It should be noticed that minimizing the Lyapunov
drift of QðtÞ would enforce queues towards a lower congestion. However, only focusing on the drift part may incur a
large penalty penðtÞ. Thus, we then propose a dynamic
resource allocation algorithm based on the drift-plus-penalty
(DPP) technique [15] to maintain the stability of a multiqueue blockchain system, and to minimize penðtÞ simultaneously. To achieve the goal, we integrate the penalty function into the Lyapunov drift DðQðtÞÞ. In every timeslot t, we
try to minimize the following drift-plus-penalty:
DðQðtÞÞ þ V  penðtÞ
¼ DðQðtÞÞ þ V 

N
X
i¼1

½ci ðtÞ  Bi ðtÞ  R; 8t 2 T;

(14Þ

where V is a weight parameter representing how much we
emphasize on minimizing the penalty penðtÞ. When V ¼ 0,
the objective is to minimize the drift alone. Thus, to provide
guarantees on penðtÞ, we consider V > 0, which indicates a
joint optimization taking both the system stability and the
resource consumption into account.

Lemma 3 (Drift Boundary). The boundary of the drift-pluspenalty expression shown in Eq. (14) satisfies
N
X
DðQðtÞÞ þ V 
½ci ðtÞ  Bi ðtÞ  R
i¼1
N
X
½ci ðtÞ  Bi ðtÞ  R
BþV 
i¼1

þ

N
X

Qi ðtÞ½Ai ðtÞ  Bi ðtÞ

i¼1

þ

K
X

Zk ðtÞzk ðtÞ; 8t 2 T;

(15Þ

k¼1

where the positive constant B exists and is bounded by:
N
n
o
1X
B 
E Ai ðtÞ2 þ Bi ðtÞ2 jQðtÞ
2 i¼1
þ


K
n
o
1X
E zk ðtÞ2 jQðtÞ
2 k¼1
N
X

EfminfQi ðtÞ; Bi ðtÞg  Ai ðtÞjQðtÞg:

i¼1

Proof. Exploiting the definition of Lyapunov drift, we have
DðQðtÞÞ ¼ LðQðt þ 1ÞÞ  LðQðtÞÞ
N h
i
1X
Qi ðt þ 1Þ2  Qi ðtÞ2
¼
2 i¼1
þ

K h
i
1X
Zk ðt þ 1Þ2  Zk ðtÞ2
2 k¼1

N n
ðaÞ 1 X



2

½Qi ðtÞ  Bi ðtÞ þ Ai ðtÞ2 Qi ðtÞ2

o

i¼1

K n
o
1X
½Zk ðtÞ þ zk ðtÞ2 Zk ðtÞ2
2 k¼1

N 
X
1
¼
½Ai ðtÞ  Bi ðtÞ2 þQi ðtÞ½Ai ðtÞ  Bi ðtÞ
2
i¼1

K 
X
1
þ
zk ðtÞ2 þ Zk ðtÞzk ðtÞ
2
k¼1

þ

Bþ

N
X

Qi ðtÞ½Ai ðtÞ  Bi ðtÞ

i¼1

þ

K
X

Zk ðtÞzk ðtÞ; 8t 2 T;

k¼1

where the inequation
P (a) follows from Eqs. (3) and (11).
When adding V  N
i¼1 ½ci ðtÞ  Bi ðtÞ  R on both sides of
the above derivation, the Eq. (15) holds.
u
t
Because the arrival new TXs Ai ðtÞ in timeslot t is independent of QðtÞ, minimizing the right-hand-side (RHS) of
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Eq. (15) for each timeslot t is equalized to solving the original optimization problem (7). Thus, we expand the RHS of
Eq. (15) and rearrange the objective as
min Cðpi ðtÞÞ
Var : pi ðtÞ; 8i 2 I; t 2 T;

Proof. Integrating the result of Lemma 2 into the RHS of
Eq. (15), and let d ! 0, we have
DðQðtÞÞ þ VpenðtÞ
 B þ V  pen þ

(16Þ

P PK
k
where Cðpi ðtÞÞ ¼ N
i¼1
k¼1 ðZk ðtÞ þ V Þpi ðtÞ  ðQi ðtÞ þVRÞ
a
k
½wk pi ðtÞ .
Note that, problem (16) is a linear programming and
Cðpi ðtÞÞ is a convex function, through partially differentiating Cðpi ðtÞÞ by pki ðtÞ and rearranging terms, then we get
@Cðpi ðtÞÞ
¼ Zk ðtÞ þ V  aðwk Þa ðQi ðtÞ þ VRÞ½pki ðtÞa1 :
@pki ðtÞ

(17)

From Eq. (17) we can find a real-numbered valley point
pﬃ
¼ ½a  1aðw ZÞak½ðtÞþV
(8i 2 I; 8k 2 ½K), which is the
Q ðtÞþVR
k

þ

Algorithm 1. Drift-Plus-Penalty Resource Allocation

1
2
3
4

Input: T , V , R, a
Output: pi ðtÞ, 8i 2 I, t 2 T
Qð0Þ
;; Zð0Þ
;;
for 8t 2 T do
Invoking Algorithm 2 (t; QðtÞ; ZðtÞ; V; R; a) to get the optimal resource allocation pi ðtÞ, 8i 2 I.
Update the actual and virtual queues QðtÞ and ZðtÞ according to Eqs. (3) and (11), respectively.

Algorithm 2. Resource Allocation Per Timeslot

K
X

Zk ðtÞzk ðtÞ;

i

4.2 Algorithm Analysis
In this section, we analyze the performance guarantee of the
proposed DPP-based algorithm.
4.2.1 Upper Bound of System Objective
First, Theorem 1 tells that the proposed DPP algorithm can
ensure the system objective guaranteed within an O(1=V )
distance to that of the optimal solution to problem (7).
Theorem 1. Suppose that problem (7) is feasible and there exists
an optimal resource allocation solution which can obtain an optimal value pen , and LðQð0ÞÞ < 1. For any V > 0, the timeaverage penalty yielded by the proposed Algorithm 1 satisfies
t1 X
N
1X
B
½ci ðtÞ  Bi ðtÞ  R  pen þ ;
lim sup
t!1
t t¼0 i¼1
V

where B is depicted in Lemma 3.

(19Þ

where DðQðtÞÞ ¼ LðQðt þ 1ÞÞ  LðQðtÞÞ.
Taking expectations on both sides, and summing the
Eq. (19) over t 2 f0; 1; . . . ; t  1g, it yields
EfLðQðtÞÞg  EfLðQð0ÞÞg þ V


 B  t þ Vt  pen þ E
(
þE

t1
X

penðtÞ

t¼0
t1 X
N
X

)

Qi ðtÞ½Ai ðtÞ  Bi ðtÞ

t¼0 i¼1
t1 X
K
X

)

Zk ðtÞzk ðtÞ :

(20Þ

t¼0 k¼1

Eq. (3) implies that Qi ðtÞ  0. Referring to Theorem
4.5 of [15] and the requirement of system stability, we
have EfAi ðtÞg  EfBi ðtÞg  0. Eq. (11) secures Zk ðtÞ 
0. Since zk ðtÞ denotes the inequality constraint in problem
(7), we have Efzk ðtÞg  0. The Lyapunov function
LðQðtÞÞ  0 is due to Eq. (12). With those inequalities
illustrated above, rearranging the terms of Eq. (20) and
dividing both sides by V  t, we have
t1
1X
B EfLðQð0ÞÞg
:
penðtÞ  pen þ þ
t t¼0
V
V t

(21)

Then, taking a limsupt!1 and invoking Eq. (5), the
conclusion of Theorem 1 holds.
u
t

Input: t; QðtÞ; ZðtÞ; V; R; a
Output: pi ðtÞ, i 2 I
1 for 8i 2 I; p
8kﬃ 2 ½K do
½a  1aðw ZÞak½ðtÞþV
.
2 pki ðtÞ
Q ðtÞþVR
k

Qi ðtÞ½Ai ðtÞ  Bi ðtÞ

k¼1

i

optimal resource allocation solution to the optimization
problem (7). Then, given Eq. (17), the DPP-based resourceallocation algorithms are presented as Algorithms 1 and 2.

N
X
i¼1

(
pki ðtÞ
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(18)

4.2.2 Upper Bound of the Queue Length of Shards
In this part, we analyze the congestion performance (measured in queue length) of network shards when adopting the
proposed Algorithm 1. First, we give Assumption 1.
Assumption 1 (Slater Condition [15]). For the expected
arrival rates Ai ðtÞ and process rates Bi ðtÞ, there exists a constant  > 0, which satisfies EfAi ðtÞg  EfBi ðtÞg  .
We see that such Slater Condition [15] is related to the
system stability. Using this condition, we then have the following theoretical upper bound of queue length.

Theorem 2. If problem (7) is feasible and Assumption 1 holds,
then the proposed Algorithm 1 can stabilize the multi-queue
blockchain system, and the time-average queue length
satisfies
lim sup

t!1

t1 X
N
1X
B þ V ðpen  penmin Þ
;
EfQi ðtÞg 
t t¼0 i¼1


where B is defined in Lemma 3 and penmin is the minimum
resource consumption yielded by all the feasible solutions.
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Proof. Referring to Eq. (20), we separate the actual queues
apart from the inequation. Given LðQðtÞÞ  0, we have
 EfLðQð0ÞÞg þ V

t1
X

penðtÞ

t¼0

(



 B  t þ Vt  pen þ E

t X
N
X

)
Qi ðtÞ½Ai ðtÞ  Bi ðtÞ :

t¼0 i¼1

Exploiting Assumption 1, we then have
 EfLðQð0ÞÞg þ V

t1
X

penðtÞ

set the weights of the two types of resources to 5 and 3,
respectively. Other weight settings can be also evaluated
similarly and thus omitted.
Other Parameters. We then fix R=5 to denote the reward of
dequeueing each unit of TX data. The consensus parameter
a for all network shards is set to 0.5. The total simulation
duration is set as 1000 timeslots.

5.2 Metrics
To compare the performance of algorithms, we focus on the
following metrics.


t¼0

 B  t þ Vt  pen 

t X
N
X

Qi ðtÞ:

t¼0 i¼1

Rearranging terms and dividing both sides by t  , we
get
t X
N
1X
Qi ðtÞ
t t¼0 i¼1

Pt1
B  t þ EfLðQð0ÞÞg þ Vt  pen  V t¼0
penðtÞ

t
B þ V ðpen  penmin Þ EfLðQð0ÞÞg
þ
:


t




5.3 Baselines
We consider the following baselines for the comparison
with the proposed algorithm.


Finally, we take a limsup as t ! 1 to conclude the proof.t
u
Insights. Theorems 1 and 2 show that the proposed DPPbased algorithm has an O(1=V )
O(V ) tradeoff between
resource consumption and queue-length performance. As the
TX processing delay is proportional to the queue’s length,
thus the proposed algorithm can make a fine-balanced costdelay tradeoff for the permissioned sharded blockchain.



5



PERFORMANCE EVALUATION

In this section, we conduct numerical simulations to evaluate the proposed DPP Res. Allocation algorithm in the context of PBFT-based sharded permissioned blockchain.

5.1 Basic Settings for Numerical Simulation
In simulations, the sharded blockchain network consists of a
varying number of N network shards.
Dataset. For simulations, we generate numerical synthesized transaction dataset as the arrived TXs Ai ðtÞ for each
network shard i 2 I at each timeslot t 2 f1; 2; . . . ; 1000g
timeslots. The integer value of Ai ðtÞ is randomly distributed
within the range [5, 25].
Resources. Network shards consume the cloud-platform
resources to strive for consensus. We consider two types of
resources in our simulation. The first type is the computing
power (measured in the # of CPU cores). The second type is
the network bandwidth, measured in Kbit/Second (Kb/s).
Recall that we have mentioned that the computing
power is mainly for committee formation and the network
bandwidth is for PBFT consensus in Section 3.1. The
weights of those two resources are variable depending on
different network configurations. How to set the weights of
different resources is not the focus of this paper. Thus, we

Queue Length. The backlog of each queue which represents the number of unprocessed TXs in the mempool of each shard.
Computing-Power Consumption. The consumption of
computing-power for the all shards spending on
processing TXs in each timeslot.
Network Bandwidth Consumption. The bandwidth consumption for all network shards to process TXs
waited in mempool per timeslot.



Top-S Res. Allocation [29]. This baseline equally allocates each type of resource to the queues that locate
in the top-S percentage of all network shards with
respect to (w.r.t) their queue length.
Longest-First Res. Allocation [30]. This baseline always
allocates each type of resource to the queue that has
the longest queue among all network shards w.r.t
their queue length.
Average Res. Allocation. This strategy allocates each
type of available resources to all network shards on
average at each timeslot.
Random Res. Allocation. The last baseline allocates each
type of available resources with a random amount to
every network shard at each timeslot.

5.4 Performance Analysis
5.4.1 Effect of Tuning Parameter V
The first group of simulations evaluates the effect of parameter V . First, we fix N ¼ 4 and set V to 50, 100, and 150 in
different executing cases. In addition, to study the effect of
dynamically tuning parameter V , we also implement a
codebook-based method referring to [31]. In such codebook-based approach, V is adaptively varied within the
range [50, 150] according to the changes of shard’s queue
backlog and the resource consumption. The goal is to maintain a balanced trade-off between those two objective terms.
For example, when the queue length of shards is observed
too large, V is tuned to a small value accordingly. When too
many resources are consumed by network shards, V is then
tuned to a large value. For all network shards, the total computing-power budget and the total network bandwidth
budget are set to 200 CPUs and 100 Kb/s, respectively.
From Figs. 4a, 4b and 4c, we can observe that the proposed
DPP Res. Allocation can stabilize all queues of network
shards, since the length of 90% of all queues is within 40
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Fig. 4. Performance evaluation while varying parameter V .

while varying the parameter V . Second, the virtual-queue
technique can keep the two types of resources under their
given individual budgets. Finally, we find that a larger V
leads to a lower resource-consumption in terms of both
computing-power and network bandwidth consumption.
Thus, the resource consumption illustrates an O(1=V ) ratio.
However, a large V increases the queue length and thus
causes larger waiting latency for TXs. Therefore, the queue
length shows an O(V ) ratio. Those observations match the
insights disclosed in the end of Section 4.2. In contrast, the

codebook-based method has a similar resource-consumption performance with other cases under fixed V , but yields
a more narrow range of queue length than other three cases.
In conclusion, the tradeoff between the resource consumption and the queueing delay of TXs should be made carefully by tuning the parameter V .

5.4.2 Performance Comparison With Baselines
Through Fig. 5, we compare the proposed DPP Res. Allocation algorithm with the three baselines aforementioned. The

Fig. 5. Performance comparison with baseline algorithms.
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Fig. 6. Performance evaluation under the continued bursty-TX injection attack against all network shards.

budgets of computing-power and network bandwidth
resources are set to 5000 CPUs and 2500 Kb/s, respectively.
The number of network shards varies from 5 to 100. For the
Top-S Res. Allocation, we set S to 50%.
Interestingly, from Fig. 5a, we observe that when the
shard number is smaller than 100, Top-S Res. Allocation has
the similar queue length as the proposed DPP Res. Allocation
does. However, when the shard number reaches 100, the
Top-S Res. Allocation strategy cannot maintain the stable
queue length anymore, because the the Top-S strategy only
focuses on allocating resources for the queues that locate at
the top S percentage of all w.r.t queue length. When the
number of network shards grows large, the resources are
not able to fulfill the requirement of maintaining short
queues for network shards. As for the Longest-First Res. Allocation, it can only maintain stable queue length when the
number of shards is less than 10. When the number of
shards exceeds 15, the average queue length of Longest-First
Res. Allocation soars to about 700. Therefore, this strategy
fails to guarantee a stable queue length. The reason is that
this baseline allocates all available resources to the longest
queue every timeslot. Thus, other queues are ignored, making the average queue length grows sharply.
On the other hand, when the number of shards is less
than 50, Random Res. Allocation yields a shorter queue

length than DPP Res. Allocation. This is because Random
Res. Allocation can provide sufficient required resources to
all network shards with the given budgets. However,
once the number of shards exceeds 50, the average queue
length indicated by Random Res. Allocation increases drastically from 20 to 780, as shown in Fig. 5a. Since the queue
length grows exponentially under the Random Res. Allocation strategy when the number of shards increases, its
low resource-consumption properties shown in Figs. 5b
and 5c are meaningless.
In the case of Average Res. Allocation strategy, we see that
the queue length is even lower than that of Random Res. Allocation when the number of shards is small, and still maintains a very low level when the blockchain has 100 network
shards. However, such low-level queue length is achieved
by supplying all the available resources (i.e., the full computing-power budget shown in Fig. 5b and the full network-bandwidth budget shown in Fig. 5c) to all network
shards. Therefore, the Average Res. Allocation strategy cannot
achieve a balance between resource consumption and
queue’s stability.
In contrast, the proposed DPP Res. Allocation algorithm
can always maintain a stable queue length shown in Fig. 5a
when the number of shards varies from 5 to 100. Also,
Figs. 5b and 5c demonstrate that DPP Res. Allocation
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Fig. 7. Performance evaluation under the drastic bursty-TX injection attack against a single network shard.

requires a linearly-growing resource consumption when the
number of shards increases from 5 to 100. Even though
when the shard number reaches 100, the average resource
consumption of DPP Res. Allocation is still lower than that of
the other three baselines including Top-S, Longest-First and
Average Res. Allocation.
Regarding throughput (calculated by the total # of
dequeued TXs in each timeslot), Fig. 5d shows that when
the shard number is less than 15, five strategies have similar throughput. However, when the number of shards
exceeds 50, the throughput of Longest-First Res. Allocation
is significantly lower than other four baselines. The reason is that Longest-First Res. Allocation only serves the
shard having the most congested memory pool whenever
the shard number varies. When the shard number reaches
100, the throughput of the proposed DPP Res. Allocation is
higher than that of Top-S and Random Res. Allocation
schemes, and is similar to that of Average Res. Allocation.
Considering the throughput performance shown in
Figs. 5b and 5c, it’s not hard to see that the DPP Res. Allocation has the most efficient resource utilization among
the five algorithms.
In summary, the proposed DPP Res. Allocation attains a
fine-balanced tradeoff between queue stability and resource
consumption comparing with other baselines.

5.4.3

Continued Bursty-TX Injection Attacks Against All
Shards
In this part, we compare the performance under the continued bursty-TX injection attack of the proposed DPP
Res. Allocation with two baselines, i.e., Top-S and LongestFirst Res. Allocation. Since the other two baselines (Average
and Random Res. Allocation) have very low efficiency on
resource consumption, we omit their comparisons in this
group of simulation. The budgets of computing-power
and network bandwidth resources are set to 5000 CPUs
and 2500 Kb/s, respectively. The number of shards is set
as 100. The parameter S is fixed to 50% for Top-S Res.
Allocation. To simulate the continued bursty-TX injection
attack, we keep injecting a number of TXs to each network shard with a rate 25 TXs/timeslot between the
100th and the 150th timeslot.
Fig. 6a demonstrates the performance of queue length of
three strategies under the continued bursty-TX injection
attack. We can see that the proposed DPP Res. Allocation can
quickly process the large number of injected TXs and maintain a short queue length in the 50 timeslots under attacking.
In contrast, for the Top-S and Random Res. Allocation baselines, the average length of shard’s queue has already
become extremely congested even before we launch the
continued bursty-TX injection attack at the 100th timeslot.
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In terms of throughput, Fig. 6b shows that the proposed
DPP Res. Allocation can always have the maximum throughput comparing with the other two baselines. As shown in
Figs. 6c and 6d, DPP Res. Allocation requires the lowest
resource consumption among the three algorithms. The reason is described as follows. Unlike Top-S Res. Allocation and
Random Res. Allocation, the proposed algorithm does not
have to utilize all of the available resources in every timeslot. When the continued bursty-TX injection attack begins,
although DPP Res. Allocation tends to utilize a suddenly
increasing resources, it can quickly enforce shard queues to
return to stable status when the attack stops at the 150th
timeslot.

Drastic Bursty-TX Injection Attack Against a
Single Shard
Under the similar settings to that of the previous group of
simulation, we are also interested in the performance of the
three algorithm under the drastic bursty-TX injection attack
against a specified network shard. The only difference is the
implementation of the drastic injection attack. To simulate
such the drastic bursty-TX injection attack, we inject 3000
TXs to only a single network shard at the beginning of the
100th timeslot.
Fig. 7 shows the evaluation results of the drastic burstyTX injection attack. In contrast with the other two baselines,
we observe the similar performance of the proposed DPPbased algorithm, in terms of average queue length, throughput, and the resource consumption. Comparing with the
previous group of simulations, although the increases of
both queue length and resource consumption are more
sharp, the absolute values of those metrics are very similar
to those of the continued injection attack. Importantly, the
throughput of DPP-based algorithm still demonstrates the
best among the three algorithms.
Thus, in summary, the proposed DPP Res. Allocation
algorithm can maintain the stable queue length under both
the continued and the drastic bursty-TX injection attacks,
and illustrates a more efficient resource consumption than
other two baselines.

consumption. Under two representative cases of bursty-TX
injection attacks, the evaluation results demonstrate that the
proposed DPP-based algorithm can well alleviate the imbalanced TX assignments with much shorter queue length,
higher throughput, and lower resource consumption, comparing with other baselines.
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